QUEST
SOFTWARE®

Quest® ChangeAuditor® 4 8

What's New




© 2009 Quest Software, Inc. ALL RIGHTS RESERVED.

This guide contains proprietary information protected by copyright. The software described in this guide is furnished
under a software license or nondisclosure agreement. This software may be used or copied only in accordance with
the terms of the applicable agreement. No part of this guide may be reproduced or transmitted in any form or by
any means, electronic or mechanical, including photocopying and recording for any purpose other than the
purchaser's personal use without the written permission of Quest Software, Inc.

If you have any questions regarding your potential use of this material, please contact:

Quest Software World Headquarters
LEGAL Dept

5 Polaris Way

Aliso Viejo, CA 92656

USA

www.quest.com

email: legal@quest.com

Refer to our Web site for regional and international office information.

TRADEMARKS

Quest, Quest Software, the Quest Software logo, and ChangeAuditor are trademarks and registered trademarks of
Quest Software, Inc. Other trademarks and registered trademarks used in this guide are property of their respective
owners.

Adobe® Reader® is a registered trademark of Adobe Systems Incorporated in the United States and/or other
countries. Other trademarks and registered trademarks used in this guide are property of their respective owners.

Disclaimer

The information in this document is provided in connection with Quest products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
Quest products. EXCEPT AS SET FORTH IN QUEST'S TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE
AGREEMENT FOR THIS PRODUCT, QUEST ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT
SHALL QUEST BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL
DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR
LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest makes no representations or warranties with respect
to the accuracy or completeness of the contents of this document and reserves the right to make changes to
specifications and product descriptions at any time without notice. Quest does not make any commitment to update
the information contained in this document.

ChangeAuditor What's New
Updated - February 2009
Software Version - 4.8


http://www.quest.com/
mailto:legal@quest.com

About Quest Software Corporation

Quest Software, Inc. delivers innovative products that help organizations get
more performance and productivity from their applications, databases, and
Windows infrastructure. Through a deep expertise in IT operations and a
continued focus on what works best, Quest helps more than 18,000
customers worldwide meet higher expectations for enterprise IT. Quest's
Windows Management solutions simplify, automate, and secure Active
Directory, Exchange and Windows, as well as integrate Unix and Linux into
the managed environment. Quest Software can be found in offices around
the globe and at www.quest.com.

Contacting Quest Software

Phone 949.754.8000 (United States and Canada)
Email info@quest.com
Mail Quest Software, Inc.
World Headquarters
5 Polaris Way
Aliso Viejo, CA 92656
USA
Web site www.quest.com

Please refer to our Web site for regional and international office information.

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest
product or who have purchased a commercial version and have a valid
maintenance contract. Quest Support provides around the clock coverage
with SupportLink, our web self-service. Visit SupportLink at
http://support.quest.com/

From SupportLink, you can do the following:

*  Quickly find thousands of solutions (Knowledgebase
articles/documents).

= Download patches and upgrades.

= Seek help from a Support engineer.

= Log and update your case, and check its status.
View the Global Support Guide for a detailed explanation of support
programs, online services, contact information, and policy and procedures.

The guide is available at: http://support.quest.com/pdfs/Global Support
Guide.pdf.
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What’s New in ChangeAuditor

What’s New in

ChangeAuditor provides total auditing and security coverage for Microsoft
Infrastructure including Active Directory, File Systems and Exchange.

Version 4.8

ChangeAuditor 4.8 includes the following new features and product
enhancements:

New Service Auditing

You can now specify which system services are to be audited by
ChangeAuditor. Using the new Service Auditing page on the Administration
Tasks tab, you can define service auditing templates that can then be
assigned to agent configurations.

On an upgrade, ChangeAuditor will apply a default Service Auditing

‘&‘ template to the Default Configuration which will audit all services as the

product did in the past. To specify individual services, you will need to
modify this default Service Auditing template or create and apply a new
Service Audit template.

Extended Excluded Account Capabilities

You can now define specific facilities and/or event classes to be excluded for
an excluded account.

Agent Statistics Enhancements
= Added Architecture field which allows users to easily determine if
an agent is a 32-bit or 64-bit installation.

= Added links to launch quick search for the Events Last 24 Hours,
Events Today, Events Yesterday, and Events Total for each agent.

Search Results Enhancements

You can now define how you want to view the search results for a report.
Using the Advanced Search Properties tab, you can choose to display the
search results for the selected search in one of three ways:

e Data Grid (default)

e Pie Chart
= Bar Graph

Additional Filtering by Event Values

When creating a new Event Class search, you can filter by individual
parameter values (e.g., auditing of static DNS entries) which are dependent
on the event class selected. More specifically, the parameters available are
retrieved from Active Directory for DNS and the different group objects (e.g.,
Distribution and Security groups).



Quest ChangeAuditor

Licensing Changes

ChangeAuditor now uses the Quest licensing system which replaces
the NetPro License Manager. New license files are required for
ChangeAuditor 4.8; existing ChangeAuditor licenses will no longer
work. Please contact your Quest Account Manager regarding a new
license key.

ChangeAuditor for Exchange and ChangeAuditor for File Systems are
no longer dependent on having a ChangeAuditor for Active Directory
license — these modules can be installed/licensed independently of the
Active Directory module.

Quest Rebranding

The ChangeAuditor product and documentation have been rebranded using
Quest Software’s guidelines and standards.

New Events Specific to ChangeAuditor for Exchange

New ‘Marked as Unread’' Exchange Events

Two new events have been added to Exchange Mailbox Monitoring which cover
the ‘Marked as Unread’ activities by owners and non-owners.

New Capabilities to ChangeAuditor for SQL

Enhanced SQL Auditing

ChangeAuditor 4.8 added the ability to define column filters to SQL auditing
templates, allowing agents to discard unwanted SQL events that are being

captured.

N

SQL Server auditing is only available to existing customers that
previously purchased the SQL module of ChangeAuditor. These
customers will receive an additional ChangeAuditor for SQL license,
which must be applied in order to enable SQL Server auditing.

New customers interested in SQL Server auditing, please check out
Quest’s Change Director for SQL Server product. For more information
on this product, contact your Quest Sales Representative or visit the
Change Director for SQL Server product page on Quest’s website
(http://www.quest.com/change-director-for-sql-server/).
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