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The customer challenge
Over the past few years, companies have started investing in Access Governance to
better manage access certification, access analytics, and access requests. However
that is not sufficient. It is, though, a big step forward for organizations which have
not only installed a piece of software but also implemented the required
organization, guidelines, and processes.
Most Access Governance initiatives don’t address all challenges, however. Even while
a well-thought out and implemented approach will allow managing access to
unstructured data stores such as Windows file servers in a compliant and efficient
way, most companies currently focus their Access Governance initiatives more on
their “core business applications”, like their ERP systems and other systems which are
traditionally within the scope of the auditors.
On the other hand, governing access to unstructured data such as documents held on
such file servers is still a challenge. In many cases, that is explicitly excluded from
Access Governance initiatives due to a variety of reasons: lack of attention of
auditors; lack of understanding of the value of that data1; lack of compliance
relevance of such data; and so on.
There are several point solutions out there which allow you to address requirements
of what is commonly called “Data Governance”. They focus on adding the concept of
an Information Owner for unstructured data while requiring additional approval
processes. However, these solutions typically are targeted at a few technical
platforms and lack integration with the overall Access Governance approach. Having
different tools and approaches to deal with access request, approval, and
recertification for different types of environments and data is cumbersome and likely
to miss the governance requirements.
1
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Thus there is great value in moving towards an approach that integrates this “Data
Governance” with Access Governance, by having only one approach for governing
access, one concept, for instance, for Information Owners, one set of approval
processes for access requests regardless of where they are going, and one underlying
technical infrastructure to support this.
That will allow you to better protect these valuable corporate assets in the form of
unstructured data. Even while the term “Data Governance” is a bit misleading given
that this is just another piece of overall Access Governance for unstructured data
(and thus doesn’t cover all types of data), it is still an important element in the
entire process. There are specific aspects such as starting to understand who has
access and who accesses which documents etc. and to support the identification of
potential Information Owners. These Information Owners – a concept still not
implemented in most organizations – are business people in charge of that
information, not IT people.

The product at a glance
Quest Software in August 2012 announced the release of their Quest One Identity
Manager Data Governance Edition to address the challenge of Data Governance for
unstructured data. This product builds on the existing Quest One Identity Manager
and in fact allows for seamless Access Governance across all types of data. It also
uses technology derived from the Quest Access Manager, an existing tool for
administrators which supports a technology-driven approach on Data Governance. The
Quest Access Manager technology provides the technical interfaces to the target
platforms.
Quest One Identity Manager Data Governance Edition allows you to analyze
unstructured data stores and the information held therein to understand who is
accessing that data and who should potentially govern access to that data. It allows
implementing enterprise-wide concepts for Data Governance and assignment of
Information Owners.
It then supports the request, approval, and recertification processes for that data.
Notably, these processes can be fully integrated with existing Access Governance
processes. That allows, for example, line-of-business managers to see one list of
tasks, with standard approval for access requests to systems like SAP and the new
approvals for unstructured data.
It also supports dashboards to view trends, understand historic and current data
access activity, and see attestation status on a personalized level. Also, it has
sophisticated reporting capabilities which, for example, might deliver information
that the auditors are requesting.
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The product also allows you to better manage access to unstructured data and also to
better understand what is happening with that data. It also allows you to react faster
to requirements of internal and external auditors. Thus it is a valuable complement
to the existing Quest One Identity Manager as well as an interesting standalone
solution for companies which want to start with Data Governance.
A clear strength is that Quest did not build an entirely new product but shares the
mature and technically advanced platform of the Quest Identity Manager. Thus
customers not only benefit from a mature foundation but in addition have a tightly
integrated solution, up to combined views for “classical” Access Governance and Data
Governance tasks.

Quick rating
Quest didn’t invent Data Governance with this new product. However, Quest provides
an innovative solution which integrates Access Governance and Data Governance in
one solution, with strong functionality on both sides. There are other solutions which
deliver functionality on both sides, however typically with strength only on one side
as of now.
From our perspective, the software sets a new standard for Data Governance. We
strongly recommend that you evaluate the solution in the context of Access
Governance initiatives and for standalone Data Governance requirements. However,
any successful implementation of Access Governance as well as Data Governance not
only requires technology but organization, guidelines, and processes that are welldefined, implemented, and executed.
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The Future of Information Security – Today.
KuppingerCole supports IT professionals with outstanding expertise in
defining IT strategies and in relevant decision making processes.
As a leading analyst company KuppingerCole provides first-hand
vendor-neutral information. Our services allow you to feel comfortable
and secure in taking decisions essential to your business.
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KuppingerCole, founded in 2004, is a
leading Europe-based analyst company for
identity focused information security, both
in classical and in cloud environments.
KuppingerCole stands for expertise,
thought leadership, and a vendor-neutral
view on these information security market
segments, covering all relevant aspects like
Identity and Access Management (IAM),
Governance,
Risk
Management
and
Compliance (GRC), IT Risk Management,
Authentication and Authorization, Single
Sign-On, Federation, User Centric Identity
Management, eID cards, Cloud Security and
Management, and Virtualization.
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