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[bookmark: _Toc476223073]Welcome to the Quest On Demand Technical Preview Program!
Thank you for your interest in the Quest On Demand Technical Preview Program scheduled from March 1 to May 1, 2017.   This new platform is the beginning of a portfolio transformation that will enable consumption of Quest management capabilities through a software as a service (SaaS) model.  The Technical Preview is an early access program designed to allow valued customers and Quest “friends” to help shape the future.  We strive to enhance value through feedback and we will accelerate the pace of innovation once the platform is released to the general public. We hope to get honest and constructive feedback from tech preview participants through various means, including face-to-face, conference calls, email, product support, and social media. Together we can make managing the cloud effortless. 
Our On Demand Technical Preview will feature two distinct product modules:
· Backup and Recovery for Azure AD
· Policy Management for Skype for Business Online
The tech preview of the Backup and Recovery for Azure AD module allows you to  rapidly and reliably backup and recover Azure AD and Office 365 users, groups and group membership.  Using the Policy Management for Skype for Business Online, you can set, enforce, and restrict Skype policies from a central console using Azure AD membership.  
Over time, we will extend the scope of the On Demand solution to include other Quest product capabilities such as migration, license management, and audit.  
During the technology preview time frame, upgrades and the addition of new features will require maintenance during business hours.  You will be notified of planned maintenance windows and you will be able to access a web page that displays the status of the On Demand shell.  
As part of the Technical Preview, we have provided a set of “kick start” test cases.  These test cases are  broken up based on the two modules referenced above.  While you only need to execute the test cases for the product you signed up to evaluate, you have access to both modules and are strongly encouraged to explore both offerings.  You are welcome to use the Technology Preview with a production Office 365 or Azure AD tenant, but we would recommend that you start your evaluation with a test tenant and move to a production tenant once you become familiar with the On Demand user interface and tasks.
[bookmark: _Toc476223074]On Demand Policy Management
Native Office 365 tools do not provide a simple, scalable, and automated means of granting or restricting access to product features for groups of employees. Manual provisioning through multiple interfaces often creates disjointed security policies which can increase risk and complicate compliance. 
On Demand Policy Management for Skype for Business Online provides a simple and efficient way to dynamically enforce Skype policies based on Azure AD group membership.  A simple step by step interface facilitates the creation of policies (e.g. disallow attachments) that can be applied to groups of users.  Once enabled, policies are automatically enforced with users always receiving the correct policy setting based on group membership.
[bookmark: _Toc476223075]On Demand Policy Management test parameters:
The following test parameters are recommended for effective testing of On Demand Policy Management for Skype for Business.
· A test or production Office 365 tenant. We recommend starting with a test tenant and then moving to a production tenant once you are familiar with On Demand operations.
· Limit usage to 50,000 provisioned users.  If you need to increase the number of users managed by On Demand Policy Management, please contact support.
· We encourage you to test On Demand Policy Management with more than one tenant if possible.  The platform supports multi-tenant registration.
[bookmark: _Toc476223076]On Demand Policy Management test cases:
The following test cases will help you evaluate whether On Demand Policy Management is a good fit for your environment.
· Sign-in, Sign-up [Illustrated test case #1]: If you have a current Quest account with the support portal you can use your current user name and password for Sign-in. If not, please Sign Up to create an account.
· On Demand Policy Creation & Export [Illustrated test case #2]: On Demand Policy Management allows you to set, enforce, and restrict access to Skype for Business Online policies features automatically for large groups of users.  To perform the use case:
1. Provide Skype for Business Online credentials.
2. Create policy management rule and associate with a group.
3. Enable one or more rules.
4. Optionally export rule contents to a CSV file.
[bookmark: _Toc476223077]On Demand Backup and Recovery
Many organizations assume that Azure Active Directory functions the same way as on premises Active Directory. However, there are important differences.  For example, for Azure AD: 
· Groups are not stored in the recycle bin after deletion.
·  Deleted users can only be restored within 30 days and there’s no way to recover them afterward? 
On Demand Backup and recovery removes these limitations, enabling you to easily backup and restore Azure AD users, individual user attributes, groups, and even users that have been removed from the Office 365 recycle bin.  This greatly simplifies the process of recovering from errors or malicious attack, saving your organization time and money.
[bookmark: _Toc476223078]On Demand Backup and Recovery test parameters:
The following test parameters are recommended for effective testing of On Demand Backup and Recovery for Azure AD.
· A test or production Office 365 tenant. We recommend starting with a test tenant and then moving to a production tenant once you are familiar with On Demand operations.
· Limit usage to 50,000 provisioned users.  If you need to increase the number of users managed by On Demand Backup and Recovery for Azure AD, please contact support.
· We encourage you to test On Demand Backup and Recovery for Azure AD with more than one tenant if possible.  The platform supports multi-tenant registration.
[bookmark: _Toc476223079]On Demand Backup and Recovery test cases:
The following test cases will help you evaluate On Demand Backup and Recovery.
· Sign-in, Sign-up [Illustrated test case #1]: If you have a current Quest account with the support portal, you can use your current user name and password for Sign-in. If not, please Sign Up to create an account 
· Backup and recover a user attributes [Illustrated test case #3]: On Demand Backup and Recovery allows you to backup and restore individual user attributes, enabling rapid recovery from bulk attribute changes that have been made in error or maliciously.  To perform the use case:
1. Create an Azure AD backup using On Demand Backup and Recovery.
2. Change one or more attributes in the Azure AD portal.
3. Restore the back up using On Demand Backup and Recovery.
4. Confirm that user attributes have been restored to their original state.
· Backup and recover a group: On Demand Backup and Recovery allows you to backup and recreate[footnoteRef:1] user groups including group membership and subgroups.  This can save hours of labor and avoid lengthy support calls with Microsoft since groups cannot be recovered natively through the Azure AD portal or the Office 365 Admin portals.  To perform the use case: [1:  On Demand and Backup and Recovery will recreate the user group, but in this initial release, defining permissions must occur outside of On Demand.] 

1. Create an Azure AD backup using On Demand Backup and Recovery.
2. Delete an Azure AD group in the Azure AD portal.
3. Restore the group using On Demand Backup and Recovery.
4. Confirm that the group has been restored to Azure AD.
· Backup and recover a deleted user: On Demand Backup and Recovery allows you to backup and restore users from a single interface instead of having to navigate between multiple interfaces in native tools.  To perform the use case:
1. Create an Azure AD backup using On Demand Backup and Recovery.
2. Delete one or more Azure AD users in the Azure AD portal.
3. Restore the users using On Demand Backup and Recovery[footnoteRef:2]. [2:  When recovering a user that has not been deleted from the Office 365 recycle bin, be sure to select Recover user from recycle bin.  This option ensures that permissions are properly re-instated.] 

4. Confirm that users have been restored to their original state.
· Backup and recover a user deleted from the O365 recycle bin: On Demand Backup and Recovery allows you to backup and recreate users that have been permanently deleted from the Office 365 recycle bin.[footnoteRef:3]  Since Microsoft maintains a strict 30 day retention policy on items in the recycle bin, users can be permanently deleted without the admins knowledge.  On Demand Backup and Recovery makes it possible to recover these users without opening a support case with Microsoft.  To perform the use case:  [3:  See footnote 1 above.] 

1. Create an Azure AD backup using On Demand Backup and Recovery.
2. Delete one or more Azure AD users in the Azure AD portal.
3. Remove those same users from the Office 365 recycle bin.
4. Restore users using On Demand Backup and Recovery.[footnoteRef:4] [4:  Make sure you select “If a user is not found in the recycle bin, create a new one.”] 

5. Confirm that users have been restored to Azure AD.
[bookmark: _Toc476223080]Sign-in, Sign-up [Illustrated test case #1]

Go to:  https://quest-on-demand.com/landing to subscribe and Register by adding your information
[image: cid:image002.png@01D29384.FD0D5040]


Step Two:  Agree to the Software EULA
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Step Three:  Add Tenant
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Step Four:  You will be redirected to the O365 sign in page where you will have to login with your existing tenant to link it to the On Demand portal:
[image: ]
[image: ]
Once your O365 tenant is registered with the On Demand portal, it will be linked and you will be redirected back to the Tenants page.  
[image: ]
Step Five:  Select Home and you are ready to start using Backup and Recovery for Azure AD and\or Policy Management for Skype for Business Online.  Proceed to the next chapter for instructions on how to use each module.
[image: HomePage]


[bookmark: _Toc476223081]On Demand Policy Creation and Application [Illustrated test case #2]
Policy Management consists of 3 key steps:
1. Add and name a rule
2. Add a target list of groups and users.
3. Choose the Skype for Business Online policy features that you want to enable or disable for the target groups and users. 
Once the Rule is created you must Save it. If you checked the Enabled box, the policies are applied immediately. You can leave the Enabled box unchecked and apply the rule later.  The set of screen captures below describe these steps.
When in the Quest On Demand  Home page you can select to enter the Skype for Business Online Policy Management by selecting Go at the bottom of the tile.
[image: ]

The first prompt from the application is to add Skype for Business credentials. [image: ]
The following Office 365 administrator roles grant full access to Skype for Business Online:
· Global administrator
· User management administrator
· Password administrator
· Skype for Business administrator
After adding credential to access the Skype for Business Online tenant, you must specify a Rule Name. The application will automatically prompt you for the rule name at your first entry.
[image: ]
Here, we are creating a new rule named Marketing. We are not saving the workflow at this time, so the interface will still show Rule 1, as it did on start up, but once saved, the rule name and all its values will be applied.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\NametheRule.png]
After naming the rule, we will now add target users or  groups. In the screen capture below, under Target Users or Groups, you can see that we have added Technical Training via the pull down menu on the right. This pull down menu auto populates the search based on existing groups in Azure AD. Once you have selected the target user or group, click Add and the action is complete.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\AddGroupAutoComplete.png]
Once the rule name and target users or groups have been defined, it is now time to choose the Skype for Business Online policies (feature entitlements) that will be applied to this target. Once the policy is applied to the target, the application regularly monitors the group membership and ensures all new members are updated with the policy settings associated with the group. As well, when a member leaves the group, they no longer have the policy associated with the group. If they are assigned to a new group, they receive a different policy based on their updated group membership.
The group policies are categorized in 4 segments:
· Client
· Conferencing
· Voice
· External
Each selection box has a pull down menu from which you can choose the setting. In the screen capture below you can see we have selected (NoSave/NoArchiving). For Conferencing, we have chosen to disable (Dialout). Since the Skype for Business Online Voice capability is region specific we have chosen the ATTNorthAmerica provider. Lastly, we are showing the pull down menu on the last category External.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\ChoosePolicy.png]
Once you have named a rule, added a target, and selected policies, you can now save the entire rule before enabling. [image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\SaveRuleBeforeEnable.png]
Once the Rule is saved you can select the box labelled “Enabled” to begin the provisioning process.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\SaveEnabledRule.png]
As the application begins to provision the rule, you are provided with a progress update pictured on the upper right. If you are provisioning a rule to a large number of users, this may take a considerable amount of time.  Once provisioning is completed, a green checked circle in the Rules list associated with the rule named Marketing indicates that the rule is now live and active.  Following this step, confirm that the policy has been applied by restarting your Skype for Business client and attempting to use the enabled or disabled function.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\ProvisionandProgress.png]
Finally, the Audit capability selection is under Settings -> Audit. Select the log for Policy Management and click Download to download the CSV format log file.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\Audit.png]
The Audit file is downloaded to your local machine to be reviewed.
[image: C:\Users\slutley\Documents\!OnDemand\On Demand Policy Mgmt use case\Audit.png]


[bookmark: _Toc476223082]Backup and recover user attributes [Illustrated test case #3]: 
[bookmark: _Toc476223083]Part one: Configuration
Step One:  From the Quest On Demand Home page, on the Azure AD Backup & Recovery tile, select Go.
	 [image: ]
Step Two:  From On Demand Backup & Recovery for Azure AD, select Manage Backups
[image: ]
Select Default Directory then click Edit.
Under Configure backup, change Automatic backup every hour to Enabled.
Click Save and then Finish.
[image: ]

Step Three:  Click Unpack backup (after your backup completes) and then click  Browse to select your most recent backup 
Click  Save.
[image: ]
You can view the status under Tasks:
[image: ]
You can view the list of Azure AD objects in the backup under Objects:
[image: ]

[bookmark: _Toc476223084]Part two: Recover user attributes:
Step One:  From Quest On Demand Backup & Recovery for Azure AD , click Objects. 
Pick a user from your backup for which you will change and subsequently restore attributes.  Here, the user is Bruce Lee. In the backup, his Department is Entrepreneurs and his Job title is Developers.
[image: ]
Step Two:  Go to the Microsoft Azure AD Portal:  https://portal.azure.com/ 
Select All Users:
[image: ]
Step Three: Select the user Bruce Lee and then select Profile to edit attributes such as Department or Job title.  Change the attribute contents to values of your choice.
[image: ]
[image: ]

Step Four: Back in the On Demand console, select Backup and Recovery and restore the attributes we just changed. 
Select Bruce Lee and click Restore. Make sure Restore all attributes is selected:
[image: ]
Select Save and this users attributes will be restored.
Select Tasks to see when the restore is complete.
[image: ]
Select Objects. Bruce Lee and his attributes have been returned to their original values:
[image: ]

Step Five: Return to the Microsoft Azure AD portal and look at your restored users profile. For Bruce Lee’s Profile, you can see his Department and Job title have returned to their original values.
[image: ]
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Quest

Software Transaction Agreement

Quest Software Inc.
Beta Test Agreement

PLEASE READ THIS BETA TEST AGREEMENT CAREFULLY. BY DOWNLOADING, INSTALLING OR USING THE BETA PRODUCT YOU INDICATE ACCEPTANCE OF AND AGREE
TO THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, DO NOT DOWNLOAD, INSTALL OR USE THE BETA
PRODUCT. THIS AGREEMENT SHALL NOT SUPERSEDE ANY OTHER SIGNED AGREEMENT BETWEEN YOU AND Quest THAT EXPRESSLY GOVERNS THE ORDER FOR THIS
PRODUCT.

This Beta Test Agreement (the "Agreement") is made between Quest Software Inc., with its principal place of business located at 4 Polaris Way, Aliso Viejo, California 92656 ("Provider") and you ("Customer") for
the purpose of testing the beta software and/or hardware, which for purposes of this Agreement shall be referred to as the "Beta Product". The terms and conditions of this Agreement are intended by the
parties as a final expression of their agreement with respect to the subject matter hereof and may not be contradicted by evidence of any prior or contemporaneous agreement unless such agreement is
signed by both parties. In the absence of such an agreement, this Agreement shall constitute the complete and exclusive statement of the terms and conditions and no extrinsic evidence whatsoever may be
introduced in any judicial proceeding which may involve the Agreement. This Agreement may not be modified except by a writing executed by both parties hereto

1. License. In consideration for Customer's agreement to and performance of the Customer Obligations as outlined below, and subject to Customer's agreement to and compliance with the terms and
conditions of this Agreement, Provider hereby grants to Customer and Customer hereby accepts from Provider a non-perpetual, non-exclusive, non-transferable and non-sublicensable license to install,
execute, access, run, or otherwise interact with the Beta Product during the Beta Test Period (as defined below) for its own internal, non-production evaluation and testing only (the “Beta Test"). Use of the Beta
Product shall also be governed by the applicable terms provided at: http://quest.com/docs/Product_Guide.pdf .

2. Beta Test Period. The Beta Test Period is the thirty (30) day period beginning upon Provider's delivery to Customer of the Beta Product, or such other period of time as may be agreed by the parties. However,
in no event shall the Beta Test Period continue after Provider withdraws the applicable Beta Product from testing.

3. Customer Obligations. The purpose of the Beta Test is for Provider to obtain information from Customer sufficient to determine the functionality, performance and usability of the Beta Program. Customer
agrees to use reasonable efforts to provide Provider with comprehensive information regarding the Beta Products (*Feedback’) as soon as possible after Customer learns of such Feedback. Feedback shall
include, but is not limited to, all information regarding any problems or defects in the Beta Product encountered by Customer. Customer shall transmit Feedback to Provider in any medium reasonably
requested by Provider, including via Provider's Internet customer support page, or by telephone, facsimile, or written or electronic communication. Feedback shall also include simplified test cases sufficient to
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8. Technical Support. Provider shall have no obligation to support or provide support services to Customer relating to the Beta Product. Provider may, however, make such services available to Customer at its.
sole discretion, including from time to time making available updates, enhancements and/or modifications to the Beta Product, but Provider is under no obligation to do so. Any such updates, enhancements
and/or modifications to the Beta Product shall be subject to the terms and conditions of this Agreement.

9. Beta Product Design and Commercial Availability. The Beta Product is a pre-release of a Provider product that is not generally available for distribution at the time it is shipped to Customer and it is not
intended for use in a production environment. The design of the Beta Product may be changed prior to general availability from Provider without notice, and Provider does not guarantee that compatibility of
Customer's system can or will be maintained with versions of the Beta Product that may become generally available from Provider. Provider reserves the right to withdraw any Beta Product from Beta Testing
and never release it as a commercial product. Provider's plans to market the Beta Product is subject solely to Provider's internal business and technical reviews. Nothing in this Agreement shall be deemed to
convey to Customer the right or license to use a commercially released version of the Beta Product or any components thereof. If and when a commercially released version of the Beta Product becomes
available, any use by Customer of such shall be subject to a separate written agreement between Customer and Provider and also subject to Customer's payment to Provider of the applicable fees.

10. No Warranty. The Beta Product may not be at the level of performance, compatibility or safety of generally available Provider products. Customer understands and agrees that Provider makes no
representation or warranties regarding use of the Beta Product. Customer shall have sole responsibility for adequate protection and backup of its data or equipment used in connection with the Beta Product
and Customer shall not claim against Provider for lost data, re-run time, inaccurate input, work delays or lost profits resulting from the use of the Beta Product. THE BETA PRODUCTS AND TECHNICAL SUPPORT,
IF ANY, ARE EXPERIMENTAL AND PROVIDED "AS IS" WITHOUT WARRANTY, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.

11. Limitation of Liability. IN NO EVENT WILL PROVIDER BE LIABLE FOR ANY DAMAGES UNDER THIS AGREEMENT, INCLUDING BUT NOT LIMITED TO ANY LOST PROFITS, LOST SAVINGS OR ANY INCIDENTAL OR
CCONSEQUENTIAL DAMAGES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR FOR ANY CLAIM BY CUSTOMER BASED ON A THIRD PARTY CLAIM.

12. General. This Agreement shall be governed by and construed in accordance with the laws of the State of California, without giving effect to any conflict of laws principles that would require the application of
laws of a different state. The parties agree that the United Nations Convention on Contracts for the International Sale of Goods does not apply to this Agreement. Furthermore, the parties acknowledge that
terms of the Uniform Computer Information Transaction Act (also known as UCITA) shall not apply to this Agreement, regardless of the states in which the parties do business or are incorporated. Any action
seeking enforcement of this Agreement or any provision hereof shall be brought exclusively in the state o federal courts located in the County of Orange, State of California, United States of America. Each
party hereby agrees to submit to the jurisdiction of such courts. If any provision of this Agreement shall be held by a court of competent jurisdiction to be contrary to law, that provision will be enforced to the
‘maximum extent permissible and the remaining provisions of this Agreement will remain in full force and effect. The Beta Product is a “commercial item” under FAR 12.201. Consistent with FAR section 12.212
and DFARS section 227.7202, any use, modification, reproduction, release, performance, display. disclosure or distribution of the Beta Product by the U.S. government shall be governed solely by the terms of
this Agreement and shall be prohibited except to the extent expressly permitted herein. Performance of any obligation required by a party hereunder may be waived only by a written waiver signed by an
authorized representative of the other party, which waiver shall be effective only with respect to the specific obligation described therein. Shipping shall be FOB Shipping Point.
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