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a Microsoft Internet Explorer 11
d Microsoft Edge

0 Google Chrome (&51/{—>3>)
Q Mozilla Firefox (&#1/\—>3)
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On Demand EmILEDEETE

Quest

Welcome to Quest On Demand!

The one stop platform for secure SaaS solutions for Office 365 migration, management, and security.

=

Already have an account? Create a Quest account
If you have a Quest account, sign in to Quest On A Quest account is required to access
Demand to start a free trial of any of our Quest On Demand.

services.

SIGN IN SIGN UP

Q U eSt quest.com | confidential

quest-on-demand.comT Quest On
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ERR LB A1 LET,

FTRR(CT N> Me R I S5 E(d. Create a
Quest account® FMOSIGN UPZJUvIL
9, 1O T7YvTOR-STEEBIEZ AU,
Sign UpZzJUyIULE Y,

X I TICQuest7hI> M®m2HBE. Already
have an account @ FOSIGN INZJUyJL. itk
M6.[ Create Organization INSSEEL TLIZ&L,
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http://www.quest-on-demand.com/

Quest

Create a Quest accour Quest 3. Sign Up’&’Jij’J?‘é\ rWE'Ye“ Se_nt
you an email |IOXyt—IhFRREN

start using Quest On We've sent you an email asg_
e}

Demand

You ¢ y Quest account to a¢ g w —_
Qs O Dermard prucs o sens 4. HA2PYTURX=ITRLAIC

Thank you for initiating your Quest account. Su p po r.t . q u est . CO m b\‘sx _) l/b“i;_é-‘:\)

First name Last name You will receive a verification email at
alexw@umiTannanan : fz.com. If you do not see the email in your n ig_o
Alex Wilber inbox, please check your spam folder for an email from

supportadmin@quest.com.

g Email includes a verification code you can enter below to complete registration 5 . %{Eéntve rifi Cati o n Cod e%] —_ F%

and also a link you can click to complete registration.

Oy ————— ATITBN. BLLE, Verify email
e e addressU>9&0UwIL, B4>14> LT

Password @ ~w
— On DemandDR—>%BIZEET,
| |
— A Verification code is required
Japan

Back o sign in

| have read. understand. and accept the Terms of Use and
Privacy Policy.

Already have a Quest account?
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Quest On Demand ® alexwermmmemsmsmmsm.con\ @)

6. Create Organizationz%'Jv/
I‘ \d big_o

No Organizations Created

Before you begin either create an organization or ask to be invited to one.

Create Organization

Fill in the fields to create & new organization. Select the deplayment region that contains the data location of your
Microsoft 365 tenant or the region that is closest to the data location. LEARN MORE.

To CcONNECt to an existing organization created by another user, ensure the user added your email address under Access

Control | Users. 7 {?ﬁ?é%ﬁ%ﬁ%@lﬂ t;_jol:l
Organization Name: 4?5'}-)3\/7&5@})“/
My Organization Mame Organization%'ﬂzﬁibijo

Deployment Region:

us =

CREATE ORGANIZATION CANCEL
Where Next Meets Now.




Welcome to Quest On Demand

8. [Welcome to Quest On Demand

To continue you must agree to the Terms of Use. Privacy Policy. Software Transaction Agreement. and J 73\‘:%2/1_?3“&?0 |_ I h ave rea d e J (:
Software as a Service Addendumn, To continue, review and accept the following terms and agreements. ?IW’]’&KHCO nt| nu e%g IJ\yg b afg' R
. | have read, understood, and accepted the Terms of Use, Privacy Policy, Software Transaction Agreement, and Software a5 2
Service Addendum
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O\ 9. Add Tenant ZJUv/IULZ Y,

No Tenant Added

No tenants have been added to On Demand. In order for us to provide you with valuable information -

Add Tenant

What Type of Tenant Do You Want to Add?

Tenants are dedicated Azure Active Directory instances that your organization receives and owns when it signs up for a Microsoft cdoud service.
The type of tenant required depends on its purpose and the level of required security.

10. B9 3TF> bOIEREEERLF T,

X TFHYROERACOVWTEHFLLIE U>IDAdding
tenantsIEB &SRB TIZEL,

Commercial or GCC Tenant GCC High Tenant

https://support.quest.com/ja-jp/technical-
documents/on-demand-global- Comtmer GCC Otce 65 wnares e for v US s ire > staonel U5 Dsparemars o Oetarse
Settlnqs/cu rrent/user_QUIde/l 1#—TOPIC_ 170 5668 :Z::Tcng.:him ions and the contractor organizations :::::;:ir::-lsi[r,ei::;_cs. Customer eligibility for GCC High

ADD COMMERCIAL OR GCC TENANT ADD GCC HIGH TENANT
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B Microsoft
Sign in

admin@aiieiiiiionmicrosoft.com

Mo account? Create one!

Can't access your accoumnt?

o I

Qﬁ Sign-in options

Quest

IF conToso demo

11. 1BH09%57F> hDGlobal Administrator&

& admin@rfSIINIIIIIR onmicrosoft.com

Enter password

Forgot my password

Contoso

Sign in

AT R ADULLET .

T+ MOBNICIEAZUre® Global
AdministratortgfEHETY,
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B8 Microsoft
admin@m365x895562 . onmicrosoft.com

Permissions requested
Review for your organization

Quest On Demand - Core - Basic
Quest Software, Inc. 8

This app would like to: 12. On Dem_a nd%lilﬁl];:tiE_C{Eﬁﬁ g B3CorelcTFH> MO
o Wiew users’ basic profile Tgtxiéﬁq:ﬂbia_o

“ Read organization information

“ Read all audit log data

“ Read all usage reports

“ Read directory data

f you accept, this app will get access to the specified resournces for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement You can change these permissions at
https:/myapps.microsoftcom. Show details

Does this app ook suspidous? Report it here

Q U eSt quest.com | confidential Where Next Meets Now.
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My Dashboard

Y, Tenants

(D Recovery
Migration

cr  Audit
Governance

License Management

%2 Quadrotech Nova

Access Control
Settings
&, Services

Help

Quest

On Demand

Tenants

Total Hybrid Users Across Tenants

Quest Tenant 37

Consent Status
@ 7 Granted
© 3 Mot Granted

Directory Tenant Id
72b55efa-2f54-4ddd-82d8-c2eb579b60ba

Users Cloud only
as of 8 hours ago 40

EDIT CONSENTS | REMOVE

Total Cloud U

iy

Hybrid

EDFEST —5—-h5Tenantsz7)y7
U hoR—(ICBEILE T,

7> bOAETEDIT CONSENTSZY
D IUT I ZHER S DR-DICEEIL

F9,
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Audit

Audit

Quest

Granted Regrant Consent

L)

AuditE> 1—J)Lh'Granted(ZR>TWVWREAERLE T,

Not Granted®iz&(dGrant Consentz7Uy LT > b
(AL, 7O RZFFRIERGELE T,

Not Granted Grant Consent

quest.com | confidential Where Next Meets Now.



AuditES1-ILO7ITAFR] 0. EOFES—INSH TAuditziaKE T seOBIEMNRSNET,
[Continuelz/ Vw9 3L Py 1h— R IBNRRESNF T,

Quest On Demand All Systems Operational @ rieryo@questcom~,
Audit
My Dashboard
&, Tenants
D Recovery
Migration
@ Audit

E[ License Management

%) Quadrotech Nova

8 Access Control

Getting Started

Settings

If you plan to audit critical on-premises activity, the integration must be configured through Change Auditor.
B, Services

Click continue to get started with Audit
Help

CONTINUE
Release Notes
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[9y21R—RIZFIRI L, —DOEIHE CEENROBERARCEIDITNBER
TFI)FTOEEPIEMRENREGEETEET, [Fy> 1R— R IDEIRE
[ Configuration 197 (L3 BERIENS DHTENIZBD T,

Quest On Demand All Systems Operational (@) shawn barker@questcom™ @)

> Dashboard

DASHBOARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION CONFIGURATION Quick search Q
&
ﬁ Azure AD risk events 9 A Office 365 external user actions l%l AD account lockouts & Cloud-only Azure AD users created
4 During last 7 days 7 During last 7 days & Duringlast 24 hours 1 During last 7 days
4 From previous 7 days w12 From previous 7 0ays ¥ 6 From previous 24 hours ¥ 1 From previous 7 days
My Favorite Searches Audit Health Critical Activity
EVENTS EVENTS
Important changes for critical Azure AD directory roles inthe past 7d... 0 VIEW @ Q AD irregular domain replication detected 59 VIEW DETAILS
Azure AD role member changes in the past 7 days 0 VIEW Q. AD critical group membership changes 340 VIEW DETAILS
Cloud-only Azure AD users created in the past 180 days 10 VIEW NO ISSUES FOUND QU Azure AD critical directory role changes o VIEW DETAILS
Azure AD tenant level configuration changes in the last 180 days 25 VEW Everything is running smoothly. There are no issues that require your @, sign-in failures increased for TitanCorp 3 VIEW DETAILS
Emall forwarding enabled in the past 7 days 0 VIEW Lol L @, sign-in failures increased for Sitraka 4 VIEW DETAILS
@, Successful sign-ins increased for TitanCorp 1 VIEW DETAILS
) Edit Searches
MORE RESULTS AVAILABLE
Sign-ins - Last7days SELECTED SIGN-IN TYPES (ALL " ~ Top Active Users - Last 24 hours SELECTED SERVICES (@
3000
syne
igadmin @siliaka o
— migiadmin1 @sitraka.on,
admin@sitraka.onmicro.

1000

" o [ 10 20 30 a0 50 60 70 80 % 100

27 Aug 28 Aug 29 Aug 30 Aug 31 Aug 1Sep 25ep

® Successful W@ Failed & Edit Excluded Users (1

Q U eSt Where Next Meets Now.



[ Configuration |97 TIHEOF v My I AERL CTEEMSEZRELE I . FoDFITdAzure AD
7I74ET14DY 121>, Exchange Online. SharePoint Online, OneDrive, Teamsh50
Microsoft 3657957174, BLUALTLZADActive DirectoryiBsE 7 I71ET4MEIRESNTVE T,

X A>T ZAMActive Directoryz2:E(3On Demand Audit Hybrid SuiteZFN TSR MmChange AuditoriEBERDFET

Quest
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AV IR—=R 1 POFAETAA 2S5~

YEEDHAMICURID®HD T IT1ETA(CEA LD SN EDNE T (FXKFEERTEE T, FRUVHA RIN—(F,
TIT1ET1DIENMNZRUE T, $ZDOYA RN —(FHIRZRUET,

DASHBOARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION CONFIGURATION

g >~

r'h-J] s & Office 3565 external user action ﬁ AD account lockouts & Cloud-only Azure AD users created
— 7 During last 7 day 3 6 During last 24 hour 1 Dwring last 7 days
s vi Fro y

oM Previcus w12 Frompeesous 7 Qays N DIeNOUS 24 howes w1 Fromprevous T days

=

BAIDT—H—%7 9IS BET A DFHANRREINGT . CZTIFOffice 365 (Microsoft 365)D
SR LY -DBE7HRBIO7 723> R THET,

Q U eSt quest.com | confidential Where Next Meets Now.



Office 365 (Microsoft 365)4+8B1—H—DBE7BRINT7 I TR RENET , SHIGFHZRZ55(E
WREATINIIILET

Quest On Demand

> *Indicator: Office 365 external user actions In the past 7 d...

DASHBOARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION CONFIGURATION
Indicator: Office 365 external user actions in the past 7 days
: b
= EXPORT
B
o Time Detected v User (Actor) Activity Target Origin IP Address Service
N 09/01/2021 £:15:19 PM brian.hymer_guest.com#ext¥ FlleAccessed https//titancorpnet.sharepoin 96,18.86.186 SharePoint
2 1861519 PM brian. hymer_quest.come#ext# FileAccessed https:/titancorpnet.sharepoin 06, 1§ 8¢ S
08/30/2021 3:08:08 PM brian.hymer_quest.com#ext# https:/Attancorpnet.sharepoin... 96.18.86.186 SharePoim
brian.hymer_quest.com#ext# F https://titancorpnet.sharepoin 96.18.86.186 SharePoint
% brianhymer_guest.com#ext#... FileAccessed https://titancorpnet.sharepoin 96.18.86.186 SharePoint
F brian.hymer_guest.com#ext# FileAccessed https://titancorpnet.sharepoin 96.18.86.186 SharePoint
08/27/2021 10:12:44 AM brian.hymer_guest.com#ext#... FHieAccessed https/Atitancorpnet.sharepoin... 96.18.86.186 SharePoint

i
Q U eSt Where Next Meets Now.



Quest

<

FileAccessed

@htrps://titanc|
P
©96.18.86.186

@ Successful

(& Copy To Clipboard

Activity

Audit Source
Event Id

Event Source
Event Version
Item Type
Office365 Organization Id
Origin IP Address
Record Type
Schema Id
Service

Site

Site Url

guest.com | confidential

Viewing event 2 of 7 > X

Event Link

® 20 hours ago - Sep 1, 2021, 6:15:19 PM
a bnan.hym;r .com#ext#@titancorpnet.onmicrosoft.com
User

Isharepoint.com/sites/TitanCorpTeam/SiteAssets/__sitelcon__j

FileAccessed

Office365
000d9efa-03b5-419d-651d-08d96d95fc02
SharePoint

2

File
051f0c48-f2c2-4350-aede-8ac1d05d4fc3
96.18.86.186

SharePointFileOperation
854f225d-fdda-4842-95e0-16a7a18def19
SharePoint

d78a0691-7435-4b3d-ba4d1-825a0e660b93

https://titancorpnet.sharepoint.com/sites/

<@l *

LUF Q&SR IEERNMESS T
cE9,

= 733 %EEIUI-Y
= SEROURL

= 79574671 JPAILD
7Ot

= JRRR : ARID

= BEEBOY-X
Office365

» Ip address
= H—E X : SharePoint
TOMBOFFHIFHR
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[Modify |Z3ZIRU T, UNETBIBIRENAINA AT ZENTEFT,

ches = *ndicator: Office 365 external user actions in the past 7 d...

I':"L

DASHEQARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION COMFIGURATION search 1
Indicator: Office 365 external user actions in the past 7 days A Alert

EXPORT i Edit Layout
Time Detected ~ User (Actor) © Activity - Target - Origin IP Address - Service © Tenant Name -
D4M18/2022 3:46:51 .. brian.hymer_quest.c... FileAccessed https:/ftitancorpnet....  96.18.856.186 SharePoint TitanCorp -
041972022 3:46:51 . brian.hymer_quest.c..  FileAccessed https:/ftitancarpnet.... 961885186 SharePaoint TitanCaorp
041372022 415:30 ... brian.hymer_quest.c.. FileAccessed https:/ftitancorpnet.... 96.18.B6.186 SharePoint TitanCorp

Quest

Where Next Meets Now.



[Search |DHAAINARX

DASHEOQARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION CONFIGURATION

Indicator: Office 365 external user actions... [Search D& Hi]
Search Category Choose a category - W

Search Filters

& Time Detected * during lzst -~ 23 days = X
57 Audit Source + equals *  Office365 X
57 User (Actor] > Ccontains > HEXTE@ X

-+ Add

Q U eSt quest.com | confidential

Quick search

ZEEDANETIINATD

HTERIRUNITH—F%2=E
17. BLLEISave | TIRF

Where Next Meets Now.



Ay IR—R @ B4R D ROEER

BE7B[E (TIARRE) OYA 21> DRI R Z 3 ($3<HE

7]\

TSI

FRTOTAA L TEIFE

. . = VLN
Sign-ins - te=:7 2ays SELECTED SIGN-IN TYPES (AL DEOIZ2T1IIVA) ) ERTEE
1400
1200 D/O\_O_O,_,

1000 SigN-iNs - ta=t 7 day= SELECTED SIGN-IN TYPES | ALL
B00 1400 )
|:| Azure AD sign-ns - Successful events
60D 1200 D’//,-O\O_—_O__
400 0“‘——{5—____0_-’-"‘0_- - B Azure AD signeins - Failed svents
15 Apr 18 Apr 17 Apr 18 Apr
B Suscessful @ F= o0 [[] ADauthentications - Successful events
600
o_______o____o_______.o_— M :Dzuthentications - Failed events
400
15 Apr 16 Ape 17 Apr 18 Apr AD FS sign-ins - Successful events
B Succes=ful W Fa

[[] ADFssign-ins - Failed events

Q U eSt quest.com | confidential Where Next Meets Now.



KBUREBAL 21> DHET1 NIV UIEEH

KEEMNT Kerberos OSBRIGRELICKI ] DEDADDT (LI NICF vy 12nfc H7JU— : RAC>T
KR D= FHESN D EIE o TVWS RIREIE BRI TEX T,

Activity Category
Activity Id
Actor Id

Agent Doemain Fully
Qualified Domain Name

Agent Fully Qualified
Domain Name

Agent Id

Agent 05 Version
Agent Site Name
Audit Source

Authentication Protocol

Change Auditor Event Class
[0}

> hO—3ADEREE

Domain Controller Authentication
71c06050-pb0b-4da0-aa55-2bbee8 246009
T7168be2-Tcaf-4e15-9724-2598401ac5e6

titancorp.loczl

dc5 titancorp local
6fdlas10-60ec-45e6-9ecc-5991733976d5
Windows Server 2019 Standard
Titancorp-AZ

Change Auditor

Kerberos

71006050-bb0b-4da0-aa55-2bbeed 246009

ticate through Kerber

SKBSIEE : Kerberos 0%
BIEREE(C5EN

Error Code

Event Id

Event Version

Failure Reason

huthentication

RoC-50eB-4759925972b

Pre-authentication information was invalid



Ay am—R : NI 7957471 —H—
O A AREE T )T AETARE, BE24ED_ IS ADT7I74T 15 —-hHFEKx

SN BY—EXAFRBBINFT—/N-TRINF T, TIAINTE FIFEIERIART
DY —EADT —INKRRINET

Top Active Users - Lzzr24 hours SELECTED SERVICES '8

sncorpievesse || M Active Directory Federstion Services

sancorpigmaruel |

sync_swapps2_@33c03d E Azure Active Directory

on demand audit module |GGG (] ecnonge
titancorpisvemm-rum [N
0 50 100 150 200 250 wo Hl Group Policy
{0 Edit Excluded Users B Logon Activity
[] Onelrive

SHECT CANCEL

Q U est quest.com | confidential

FRUEVWH—EZDF 1Y
DRI A CTFTvI% AN,

[SELECT J&:&#RUE T,
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RN AERI-YERINT2FENTEET,

Exclude Users X

Top Active Users - Last24hours _ . . . .
The Top Active Users tile in the dashboard displays the top 5 accounts within the entire

organization. If required, you can exclude up to 100 accounts from these results.

fitancorp\svcsxp
titancorp\gmanuel
Fe |:| User Name Events
sync_swapps2_933c93d._..
on demand audit module D titancorpisvesxp 478
itancorpisvemm-rum [] titancorpigmanuel 417
50 100 150 200
sync_swapps2_933c93ddeesa@sitraka.onmicrosoft.com 96
Edit Excluded Users
[] ondemand audit module 82
[] titancorp\svernm-rum 48
Edit Exclude
Usersz/ 1w/ Add Selected Users (1)

H3Ih BRI 21— %R Excluded Users (0)
L. [Add Selected Users]—
[Close |&miEIRUE T, [T user Name Action

Close
UeS YUESLLUILIL | LUTIIUET IUal WM NT NL/AL IV LT e v




Ay ah—R : [BRICADDIEER ]

R OSARE(MEDS 5 DDRZRD—E. EIL M EKEFHAI LY —F 2R

My Favorite Searches

EVENTS
Important changes for critical Azure AD directory roles inthepast... 0 VIEW

Azure AD role member changes in the past 7 days 0 VIEW
Cloud-only Azure AD users created in the past 1380 days 5 VIEW
Azure AD tenant level configuration changes in the last 180 days 48 VIEW

Office 365 events from EXT Users in the past 7 days 2 VIEW

{05 Edit Searches

Q U eSt quest.com | confidential

BUFHFTIANRDEN M ARRD—ETT,

BE7HBIOEERRAZzUre ADT/ALIRNID
SEOEE

o BE7HREIDAzUre ADO—JLAIN—DZEE

eiB 7 180HRICERR SN ST RDAHD
Azure AD1—H—

*1BA180HMEIDAzure ADTF> MARILDIE
PR DZEE

B E7HRBIOEXTI—HY—H1500ffice3654
AW
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AvZ =R INVART—IADEESR ]

[Audit Health |(JEEEBRDAT —IRAZHEERL . BIEZISE. HERE
i1 T MEOEZERE ROV TRICIBIRZSDIENTEFT

Audit Health v [VIEW CONFIG%i%A, T

ANEZREEALLLE T, X

A L\-} AIIfrE AD events in last 24 hours from Quest e FANFIG . HIDE mmg@i%é\(irHIDEJ_C\
=renE IERRICTEFT,

s Mo Azure AD Sign-in events in last 24 hours

i VIEW COMFIG  HIDE

from Quest Tenant 37

i Mo connection in last 24 hours by

Auditor installation ARST AUd It Hea Ith . . .
0 !:h ange :-'-‘-.u-:I'tl}r upgrade available %z% 7I%D\Zig@i%él\(i
inztallation FIRST }I“J’]\/b\ﬁ/__ﬁéni?o

Reset hidden items © 3 o

No Issues Found

There are no issues that require your attention at this time.

Q U eSt quest.com | confidential
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[ Critical Activity J(FGREFENMVERIEEHTT,

BEVERU CWSRIBEED®H D7 ITAETADERERA)/ (T E D,
T IUTABED T )T ETADVAMTRIRENFTT

Critical Activity

Q| AD irregular domain replication detected
Q AD ¢ritical group membership changes
Q Azure AD critical directory role changes
@, sign-in failures increased for TitanCorp
@ sign-in failures increased for Sitraka

Q Successful sign-ins increased for TitanCorp

MORE RESULTS AVAILABLE

EVENTS
59

340

9
3
4
1

VIEW
VIEW
VIEW
VIEW
VIEW
VIEW

®

DETAILS
DETAILS
DETAILS
DETAILS
DETAILS
DETAILS

.

Quest

quest.com | confidential

FIAIKT(E, PIT1ETAHMBEEEDF L)
EDHBENEDAERRESNFT

OB TEROEEARBANI MNEELL
TEETBVADDT —IN-IL TV
T3 MRESNTVEY

[ Details 123 ZA TFFHZRDR—2
RTHET
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D 3TTHNSEIC A>T bO—STitancorpD7 —HIN—2Z W EEZE
(CIE—2NTLBENS/\WhH—(TJEON TV RJEEENHERI TEE T,

AD Irregular domain replication detected events in the past 60 days
Irregular domain replication activity may suggest an attempt by a malicious actor to retrieve credential information.

T

Empty 3%
Cn=schema.cn=configuration, cc=titancorp, - \

dc=iocal 8%

Cn=configuration . gc=ttancorp oc=local 27%
~~ Dc=titancorp dc=local 59%

Q U eSt quest.com | confidential Where Next Meets Now.



FECBIDLICANRY MRIENMEDZCTEADAF —NDEEB(JEFE DT I71ET1THO.
AR ABEHIUZ S VA MBERIN CFERRICTDEN TEFT,

Quest On Demand

= Critical Activity

-

DASHBOARD CRITICAL ACTIVITY SEARCHES ALERTS RETENTION CONFIGURATION

= FILTER (0 EDIT HIDDEM ITEMS (0

Frioriny Criticad acthnty Evants
q Crtsca AD irregular domain replication detected =5
q Crilsca AD critial group membership changes 340
Q Crilica Azire AD critical directory robe changes ]

':E'\ Crinca Sugm-im P luees increased for TitanCon

':E;L Critica Sign-in tailures increased for Sitraka E
- @\ Critica Successhul sign-ing increased for TitanCorp 1
=
Q Critical AD schema configuration changes B 152
.;::* U
q Crteca AD forest configuration changes T4

Q U eSt Where Next Meets Now.



/. Dismiss Critical Activity @THide all---.. J(CF 1V
7% ANOK%ZEIRL, YR

Dismissing this critical activity will remove the reported results until the next activity is detected. FD\BBﬁgfb 353' °
Are you sure you want to dismiss this critical activity?

~/ Hide all future occurences of this critical activity.

O BRI BRIz
IEUM Dismiss
Activity |Z27UvUT
EOXvr—SHFR R

Q U eSt quest.com | confidential Where Next Meets Now.



[IFAARTIFAETA NN, [REARKMEEESENTOES. AV TLIEISIROTS TRETZIN
TO1-T—FITACTEEBHICAHHU, LF1UTAADRAERT IREE OS5 7 ITE T ORERA) (7
DR AIT 5~ M AERLET

> Critical Activity

Q Critical AD critical group membership changes
Q Critical Administrative privilege elevation detected
" O\ Critical Azure AD critical directory role changes
[RERAE
[ 1 17432 TFRR Q Critical Sign-in failures increased for TitanCorp
NF9,

Q Critical Sign-in failures increased for Sitraka
Q ritical Unusual increase in AD account lockouts
Q ritical Successful sign-ins increased for TitanCorp
Q Critical Successful sign-ins increased for Sitraka

Q U eSt quest.com | confidential Where Next Meets Now.



[RFET3713 BEOTITIETADR=-ZASAELEERU T, BERTITAETADEENSENTETEAL
ERNZNYEER

dit > Critical Activity

Fluny ULl duLviLy EaY

Unusual increase in successful tenant sign-ins in the past 30 days for

O\ Critical Irregular domain controller registration detected (DCShadow)
TitanCorn

q Critical AD irregular domain replication detected

-\ ; - Al li Total Baseli
Q Critical Domain level group policy linked changes detected A nomalies . o . aseine
Q Critical AD user ServicePrincipalMame attribute changes detected 7o
O\ Critical AD critical group membership changes 60
Q Critical Administrative privilege elevation detected 50 Fri Apr 15, 2022, 12:00 AM

Anomaly Events: 56
Q Critical Azure AD critical directory role changes 0 Baseline Deviation: 75%
Q Critical Sign-in failures increased for TitanCorp
30

Q Critical Sign-in failures increased for Sitraka

. . . 20
Q Critical Unusual increase in AD account lockouts
(D\ Critical Successful sign-ins increased for TitanCorp 10
Q Critical Successful sign-ins increased for Sitraka 0
[ TR b Bt i e . | - - B - - . . . - | - -

Q U eSt Where Next Meets Now.
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£ viewing event 8 of 722 > X

Azure Active Directory Sign-in Event Link

13 hours ago - Apr 26, 2022, 12:00:28 PM
& Azure Service (svcazure@titancorp.net)
@ Microsoft Azure PowerShell

©Quincy, Washington, US - 52.233.76.97

@ Successful

=l Copy To Clipboard »

Activity Azure Active Directory Sign-in

Activity Category Azure Active Directory - Sign-in
Application Id 1950a258-227b-4e31-a9cf-717495945fc2
Application Name Microsoft Azure PowerShell

Audit Source AzureActiveDirectory

City Quincy

Country us
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On Demand AuditBégEDMIE(CDWTCERBAZWZUELZ. TEEDU>ID0N Demand Audit B
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O On Demand Audit #&m#1E (On Demand Audit product overview)
https://www.youtube.com/watch?v=AIASEpgV6bA

O Azure AD OESE (Azure AD auditing with On Demand Audit)
https://www.youtube.com/watch?v=Nu7gZ5zxG78&t=33s

Q UZIAALDA=ILT75—k (Real-time email alerts with On Demand Audit)
https://www.youtube.com/watch?v=zHx-DWZmc6Q&t=22s
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On Demand Audit

Product overview

A2

Ghazwan Khairi [ . 5= cogish
Strategic Systems Consultant ESER

= o' COFEFREOIE(COHFBRAENFET.
Hello, I'm Ghazwan Khairi, a s~tosmoszsozsstz  — =

n strategic systems consultant =c==7-
{ Y1i1act -
> '

o) 0:0477:06
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On Demand Audit

Product overview

BIVUTVE

Ghazwan Khairi SR (W)
Strategic Systems Consultant | hiEEE (24T

mEY hE
Hello, I'm Ghazwan Khairi, a |

n strategic systems consultant S
A Y1 1aact
[ S D) 0047 7:06
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On Demand Audit

Product overview

Ghazwan Khairi
Strategic Systems Consultant

CANCHBIE. Questd |

}\ )| 45 0:04/7:06
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On Demand Global Settings Current — UU—=2XJ—p
https://support.quest.com/ja-jp/technical-documents/on-
demand-global-settings/current/release-notes

On Demand Audit Current - YUU—RXJ—p

https://support.quest.com/ja-jp/technical-documents/on-
demand-audit/current/release-notes

On Demand Audit Current — 1—H¥—-414 R

https://support.quest.com/ja-jp/technical-documents/on-
demand-audit/current/user-quide

BRICRS
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