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Change Auditor Coordinator (7IVDEIE)
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SQL Server Database
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Change Auditor Coordinator ®1>AN=)l

@ Quest® Change Auditor 7.1.1 — OJ X

Quest  Change Auditor

Home Change Auditor Coordinator

Change Auditor Coordinator MInstall/h7>

Install FF Change Auditor Coordinator  ( v7.1.20087.1

Install \
. Upgrade, reinstall, or install the Coordinator. This installation % |§E}Rb$§_°
Documentation must be performed locally on a member server running

Windows Server 2012 - 2019.
Contact Us

Change Auditor Client (Windows)

¥ Change Auditor Client  ( v7.1.20087.1 Install

Upgrade, reinstall, or install the Client. After installation, use
the Client to deploy agents to select servers in your Enterprise.

Change Auditor Client (Web)

FF Change Auditor Web Client v7.1.20087.1 Install

Upgrade, reinstall, or install the Web Client. This installation
requires a Coordinator to be available on your network. After
installation, use the Web Client to connect to Coordinator
using web browser.

IT Security Search

©2021 Quest Software Inc.
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t@ Quest Change Auditor 7.1.1 Coordinator Setup — K

O U eSt Welcome to the Quest Change Auditor
+ 7.1.1 Coordinator Setup Wizard

The Setup Wizard will install Quest Change Auditor 7.1.1
Coordinator on your computer. Click Next to continue or Cancel
to exit the Setup Wizard.

Back Next Cancel

NextzJUwIU CRICEHFT ,

]@ Quest Change Auditor 7.1.1 Coordinator Setup — X

License Agreement

Please read the following license agreement carefully.

Software Transaction Agreement A

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUTSIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO <http://quest.com/legal/sta.aspx> TO
VIEW THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO
NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE
APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD,
INSTALL OR USE THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER
THAT IS SPECIFICALLY REFERENCED IN AN ORDER THAT IS EXECUTED BETWEEN YOU
AND PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS
AGREEMENT.

@I accept the terms in the license agreement.

(1 do not accept the terms in the license agreement.

Print Back Next Cancel

License Agreement TI accept:- ZiERU CORISEHE T



Change Auditor Coordinator ®1>AN=)l

5 Quest Change Auditor 7.1.1 Coordinator Setup - X @ Change Auditor Licenses X
Product Licensing
Use this dialog to enter licenses. License HE:;S; Type Status -

Change Auditor for Logon Activity Works...
Review the installed licenses and ensure you have a valid license for the Change Auditor products 9 9 ty
you have purchased. Add new licenses as required. Change Auditor for Netﬂpp

Open License Dialog | Change Auditor for Quest Authentication ...
Change Audior for Share Point

Change Auditor for Skype for Business
Change Auditor for SQL Server

Change Audtor for Windows File Servers
Change Auditor Threat Detection

«| | 2

Back Next Cancel Close | Select License. ..

IBINUIEWSA T2 AZ1#EIRU. Select License W57~ Open License Dialogh%>%97UwIL%E T,
ZIWILEY,

BRICES



Change Auditor Coordinator @1 >AN=)l

Open

1T ‘ » This PC » Downloads » v O

Organize «

& | Pictures -

[ This PC
J 3D Objects
I Desktop
=| Documents
4 Downloads
J'! Music
= Pictures
B Videos
‘a Local Disk (C:)
B8 DVD Drive (D:) S

B8 DVD Drive (D:) S5¢ v

MNew folder

<

Name

CATI
| ChangeAuditor_Suite-149-459-332.dlv

File name: | ChangeAuditor_Suite-149-459-332.dI v‘ DLV files (*.d)

A2 AT74)L (dlv) ZERUET,

Type

File folder

DLV File

Cancel

@' Quest Change Auditor 7.1.1 Coordinator Setup — X

Product Licensing

Use this dialog to enter licenses.

Review the installed licenses and ensure you have a valid license for the Change Auditor products
you have purchased. Add new licenses as required.

Open License Dialog

Back MNext Cancel

NextzJUvJIU TRISEHF T,
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]@ Quest Change Auditor 7.1.1 Coordinator Setup

Installation Name

Specify the unique name to identify this installation.

X

]@ Quest Change Auditor 7.1.1 Coordinator Setup

Destination Folder

Click Next to install to the default folder or click Change to choose another.

You must provide a Change Auditor Installation Name which uniquely identifies this

installation within your Active Directory environment. Use the Browse button to find existing

Change Auditor installations.

By selecting an existing Change Auditor installation, you are joining this component to the
installation. Use the default if you plan to have only one installation in your Active Directory

forest.

Change Auditor Installation Name:

DEFAUL

Back Next

Browse...

Cancel

Change Auditor Coordinatorgilz AU, IRIGEHET

Install Quest Change Auditor 7.1.1 Coordinator to:

C:\Program Files\Quest\ChangeAuditor\Service\,

Change...

Back

Next

AV AN=IDImFEIEEL ORIGEHET

Cancel

BRICES



Change Auditor Coordinator 1> A=)l

t@ Quest Change Auditor 7.1.1 Coordinator Setup

SQL Server Information

Specify SQL server and logon information.

SQL Server and instance:

]@ Quest Change Auditor 7.1.1 Coordinator Setup

Change Auditor Administrators

Security group settings

BRI 3SQL server®1 > A AR BEHRE ALK
JEHFT,

|5Q|-D|31 Browse...
Name of database catalog:
‘ChangeAuditor
Connect using: (7)) Azure Active Directory authentication
(®) Windows authentication
() sQL authentication
Login ID: | [ ]Encrypt connection
Password: |
Domain: |
Back Next Cancel

Add the current user to the "ChangeAuditor Administrators - FIRST" security group.

Back Next

Add the current user - ZERURISEHF T,

Cancel

BRICES



Change Auditor Coordinator ®1>AN=)l

[l Quest Change Auditor 7.1.1 Coordinator Setup - X 57 Quest Change Auditor 7.1.1 Coordinator Setup — X

Specify Port Information

Assign a static port or default to a dynamic port. Ready to install Quest Change Auditor 7.1.1 Coordinator

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Client Port: @
Public SDK Port: ‘o
Agent Port (Legacy): ‘O
Agent Port: ‘O

Back Next Cancel Back | Install | Cancel

MR—RMEIBELE T, CCTlE TIAN MO ER{FERLET, InstallA>z00wIUTA A M=) ZRIBLE T,
F o0 (0) (@A1FIvIh— M RUTVWETD, BRICRS
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]@ Quest Change Auditor 7.1.1 Coordinator Setup

X

O U eSt Completed the Quest Change Auditor 7.1.1
+ Coordinator Setup Wizard

Click the Finish button to exit the Setup Wizard.

\?

Back Finish

Cancel

55 T #&. Finishik5>%2 )y U T4 - e TUET .
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Quest® Change Auditor 7.1.1

Quest  Change Auditor

Home Change Auditor Coordinator

Install FF Change Auditor Coordinator v7.1.20087.1

. Upgrade, reinstall, or install the Coordinator. This installation
Documentation must be performed locally on a member server running
Windows Server 2012 - 2019.

Change Auditor Client (Windows) Change Auditor Client (Windows)®DInstallih9>%%
£ Change Auditor Client (71206871 DwIU T - RzRIaLE S,

Upgrade, reinstall, or install the Client. After installation, use
the Client to deploy agents to select servers in your Enterprise.

Contact Us

Change Auditor Client (Web)

f# Change Auditor Web Client  (v7.1.20087.1 m

Upgrade, reinstall, or install the Web Client. This installation
requires a Coordinator to be available on your network. After
installation, use the Web Client to connect to Coordinator
using web browser.

IT Security Search

©2021 Quest Software Inc.
ALL RIGHTS RESERVED. F% IT Security Search
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]@ Quest Change Auditor 7.1.1 Client Setup — X

O UeSt Welcome to the Quest Change Auditor
+ 7.1.1 Client Setup Wizard

The Setup Wizard will install Quest Change Auditor 7.1.1 Client
on your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back Next Cancel

Nextz7UyIU TGRIGEHF T .

]@ Quest Change Auditor 7.1.1 Client Setup — X

License Agreement

Please read the following license agreement carefully.

Software Transaction Agreement A

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY
DOWNLOADING, INSTALLING OR USING THIS PRODUCT, YOU ACCEPT AND AGREE TO
THE TERMS AND CONDITIONS OF THIS AGREEMENT. FOR ORDERS PLACED OUTSIDE
THE UNITED STATES OF AMERICA, PLEASE GO TO <http://quest.com/legal/sta.aspx> TO
VIEW THE APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION. IF YOU DO
NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT OR THE
APPLICABLE VERSION OF THIS AGREEMENT FOR YOUR REGION, DO NOT DOWNLOAD,
INSTALL OR USE THIS PRODUCT. IF YOU HAVE A SIGNED AGREEMENT WITH PROVIDER
THAT IS SPECIFICALLY REFERENCED IN AN ORDER THAT IS EXECUTED BETWEEN YOU
AND PROVIDER, THEN THAT SIGNED AGREEMENT WILL SUPERSEDE THIS
AGREEMENT.

(®)1 accept the terms in the license agreement.

()1 do not accept the terms in the license agreement.

Print Back Next Cancel

I accept - ZEIRURIEHFT
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]@ Quest Change Auditor 7.1.1 Client Setup —

Destination Folder

Click Next to install to the default folder or dick Change to choose another.

]@ Quest Change Auditor 7.1.1 Client Setup

Configure Shortcuts

Create application shortcuts.

Install Quest Change Auditor 7.1.1 Client to:

C:\Program Files\Quest\ChangeAuditor\Client),

Change...

Back Next Cancel

AV AN=IDIGFRZEIEEL ORISEHFT

Create shortcuts for Quest Change Auditor 7.1.1 Client in the following locations:

[ | Desktop

Start Menu Programs folder
[ startup folder

[ ]Quick Launch toolbar

Back

23— by MEIRURIGEHFT -

Next

Cancel

BRICES
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]@ Quest Change Auditor 7.1.1 Client Setup - X ]@ Quest Change Auditor 7.1.1 Client Setup - X
Ready to install Quest Change Auditor 7.1.1 Client .
Y Q 9 ( ) UeSt Completed the Quest Change Auditor 7.1.1
+ Client Setup Wizard
Click Install to begin the installation. Click Back to review or change any of your installation Click the Finish button to exit the Setup Wizard.

settings. Click Cancel to exit the wizard.

Back | Install | Cancel Back Cancel

InstalliR9>2 )y I TA VA=)V 2B LE T 5% T #&Finishik5>%Z7UvIU T4 - e TUE Y,

BRICES
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7317 > pDRM

Windows® X5—kXZ1—H5 Change Auditor ClientziZiRUEEILE T,

@ Change Auditor e ] X

Quest

Change Auditor

File Edit Action View Help

&%t 9 3Change Auditor Coordinatorzi#iRU T
Connectz7'wJIULTF 9,

Profile:
B®H caserver.qsca.com - FIRST

S ERCRBT 315 5(dQuest Change Auditor Coordinator service =178 TWBE, BLU. 7HTD M
ChangeAuditor Administrators £U<IZChangeAuditor Operators security group®XA>/\—ThHBEZHETRIZEN,

BN RING 2L, A9— M-S HRFRRENET, DeploymentyT#2IUwILTCI—-21> MeTTFJO(LET,
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@ Change Auditor [connected to caserver.qsca.com - FIRST] as user [Administrator (QSCA)] - O X

File Edit Action View Help

Start Overview X | Searches X| Deployment X

S

Display this page on next startup

Resolved Issues in Change Auditor 7.1.1

Resolved issues in this maintenance release

o 244649:
o 245141:
® 246320:
o 246877:
e 252258:
o 256044:

The coordinator stops unexpectedly during group expansion of Active Directory groups. }%%}r—ﬁb“}ﬁlﬂ a_ét N 19 — I\/ﬁ_ 97)“%21_—\3“ ig- °

Upgrade fails if the Change Auditor database is part of a SQL high availability group.

Unable to capture local account events on Windows Server 2016 after Windows Cumulative Update KB4601318 or higher is installed.

Azure Active Directory sign-in event collection fails and generates the following error: “The operation has timed out”. De IO m e n tgj‘%g IJ\yq LJTI §I> I\%T\\ _“jD /(l ia-
Unable to create VMWare auditing template. j (o]

Azure events are not collected when there is a failed request and Change Auditor retries using an expired token.

Resolved issues in maintenance release version 7.1.1.20.086

* 224726:
e 230087:
* 230088:
* 235440:
® 236584:
e 237065:
* 238800:

Webhook subscription events should be sent using the maximum batch size.

Support for Exchange 2016 CU19.

Support for Exchange 2019 CUS.

Add ability to disable the Active Directory dynamic object hook.

Folder name is not displayed for the "Folder opened in online mailbox by non-owner” and “Folder opened in online shared mailbox™ events.
Exchange Online mailbox events may not be recorded due to “Required property ‘internetMessageld not found in JSON" exception.

Group name is not displayed for the “Group member added in SharePoint Online” event.
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@ Change Auditor [connected to caserver.qsca.com - FIRST] as usei
File Edit Action View Help

Start  X|| Overview X|| Searches X

& Credentials ~ @ Install or Upgrade... Uninstall... ¢

DCs v | |Forest v | | gsca.com Vv

Drag a column header here to group by that column.

(2 Display Agent Status l Name | Domain I Creds

[l Click here to filter data... Al Al

' - - AL 0 O
Credentials Pl & Set..

Install or Upgrade...
Uninstall...

Refresh Status

©og0@|P

Clear Result

Logs >

DeploymentdJ TI -1 M/ VAR T3 RT L EE

IRLT. BHYYwSI—Credentials —>Setx&EiRUFE Y.

@ Domain Credentials O ped
Domain "\I User ‘ Credentials ‘
Click here to filter data... 4] [al

L ——
@ Logon Credentials ? X

Credentials Required.

Please supply the credentials of a user with administrative rights on...

User: | administrator

Password: EEEERERER RS

VErifV: ‘nvnvnvnvnvl

Domain: | QSCA

o T

Set/h7>%4 v TLogon Credentials ZFEE 9.
1-5%. NAD—-RZ2 AU TOKZIIWILET,

Set... Clear...




I-J1I>odb7J04

& Credentials ~ @ Install or Upgrade... © Uninstall... Q? Refresh Status
DCs v Forest V| gsca.com Vv

Drag a column header here to group by that column.

@ Change Auditor [connected to caserver.gsca.com - FIRST] as user [Administrator (QSCA)]

File Edit Action View Help

Start_ X Overview X|| scarches X

& Credentials ~ @ Install or Upgrade... © Uninstall... | & Refresh Status O Force Refresh EE Auto Deploy... @, Advanced Opti
DCs | Forest v | | gsca.com |V

2] Display Agent Status | Name ‘ Domain Creds | Type
Click here to filter data... Al o Al
v : AAD
& Credentials bl B Set.
(&Y Install or Upgrade... © Clear..
(= Uninstall... [> Test
&) Refresh Status
(5 Clear Result
Logs ’

SR DERTERR . WROI AT \eHF/')yJ—Credentials
—>TestziEIRUE T,

Drag a column header here to group by that column.

&3 Display Agent Status | Name Domain Creds | Type I Exchange l Agent Version ‘ i Deployment Result
[ Click here to filter data... Al &l @l [&] &l Al

[ 2@ Never 5 Global Catalog Valid Creds

Deployment Result(CValid Credsh&RreNcctzhE
El}lg\'?é\ 'f\/Z h_)bﬁiﬁfbiqo

BRICES
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@ Change Auditor [connected to caserver.qsca.com - FIRST] as user [/

File Edit Action View Help

Start  X|| Overview X|| searches X

& Credentials ~ @ Install or Upgrade... =) Uninstall... C,_)

DCs v Forest ~ qsca.com Vv

Drag a column header here to group by that column.

gjﬂ Display Agent Status | Name | Domain l Creds

Click here to filter data... Al &l

A® Never CAAD QSCA Yes
Credentials ‘ >

@ [

Install or Upgrade...
Uninstall...

Refresh Status

080

Clear Result

Logs »

RO AT LA yI—Install or Upgrade%
EIRUE T,

@ Install or Upgrade ? X

Schedule Deployment Task: |
® Now

(O When 3/2€ : ‘
AVAN=NZ2 AT 21— 9155 (F. WhenZ:EU I fEZi5

ELFT . I TET I MDEIEITNowZIEIRULOKZ )Y
ZIVE

Start X | Overview X | Searches X

& Credentials @ Install or Upgrade... © Uninstall... & Refresh Status €O Force Refresh EE Auto Deploy... @o Advanced Options ~ @o Foreig

Cancel

DCs v || |Forest v | |qgsca.com |V

Drag a column header here to group by that column.

;ﬁ Display Agent Status | Name Domain Creds A| Type | Exchange | Agent Version | When ] Deployment Result

[ Click here to filter data... & [&] @l [l [&] [&] Al
7.1.20087.1 Success

Global Catalog No

A AN=IUARINT %&£, Deployment Result(CSuccess.
Deployment Agent Status(CActivehFRrEN£9,

X : Deployment Agent Statush'ActiveTRWME&(E. I-STO AR
=L RO AT A ETQuest Change Auditor agent H—EANIEEI(C

KRITENTVSFEZHERBLTES L,
BRICES
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Active Directory OZ&E¢I IV

D232 T(d, Active Directory (CEEZNNX TEDA A MM LUFRROFIEZEZALET
7E D MROADICIEI -1 MV AR=ILENY —EANERBICEITEN TVR B ZHEERTIE .

= Active DirectorylC A FOEEZIMZFET,

o Active Directory Users and Computerszfd&'Quest Test'&L\O0UZIERRLET . COOUEDLANILTHERBVEE A

o 'Sample GPO'EL\SGPOZERLL. 'Quest Test'([CU>IEEET,

o Domain AdminstF1UF4JIL—TFrAR1-Y=ENMUET,

o Active Directory Sites and Services% & Inter-Site Transport—=IPTDEFAULTSITELINKZA JILIUvHU.
replicationDfEZZELF I,

= ZA—BMAZ1—H5BChange Auditor ClientZzicE#UE T,
= Searches?J#&EIRUEYD,

= Shared | Built-inzZERHUAIl EventszUvIULET . HD/RA>TAIl Active Directory Eventsz4J)LIUyY
LET IR M ERMENFRRENE T,

= FEROEBOANINHEZRUET  FANR NS TINIIWI I BEEMNRREINE T,
(K4 : Active Directory 1R>R)



@ Change Auditor [connected to caserver.qsca.com - FIRST] as user [Administrator (QSCA)] - O X

File Edit Action Wiew Help
Start || Overview X || Searches X || Administration Tasks || Agent Statistics X || CAFS01 Events Total* || CAAD Events Total 3| AR sl il rse n AR e

Q Search Properties 3= Event Details ||E| Print =

R : B/29/2021 12:47 PM Run Time: 00:00:00
Drag a column header here to group by that column. Hnen Hn tme Refresh
Records: 51
@ Severity | Time Detected V| Subsystem ‘ User | Event | Computer | Action | Facility | Site | Domain 2]
Click here to filter data... ]| & ]| ]| | | | ]|

8/29/2021 11:49 AM

Active Directory

QSCAMdministrator

Interval changed

Modify Attribute

Site Link._.

Default-..

B Hizh B/29/2021 11:28 AM Active Directory Q5CAAdministrator Member added to critical ent.. CAAD Add Attribute Forest C.. Default-.. QSCA
Medium  B/29/2021 11:28 AM Active Directory QSCAMMdministrator Member added to group CAAD Add Attribute Custom... Default-.. QSCA
Medium  B/29/2021 11:28 AM Active Directory Q5CAAdministrator Mested member added to gro... CAAD Add Attribute Custom... Default-.. QSCA
Medium  B/29/2021 11:28 AM Active Directory QSCAMMdministrator User member-of added CAAD Add Attribute Custom... Default-.. QSCA

B Hizh B8/29/2021 10:58 AM Active Directory QSCAMMdministrator Group policy link added to QU CAAD Add Attribute Group Po... Default-.. QSCA

B Hizh B/29/2021 10:53 AM Active Directory QSCAMMdministrator Group policy object renamed CAAD Modify Attribute  Group Po... Default-.. QSCA

B Hizh B8/29/2021 10:53 AM Active Directory QSCAMMdministrator Group policy object added CAAD Add Object Group Po... Default-.. QSCA

B Hizh B/29/2021 10:37 AM Active Directary Q5CAAdministrator DACL changed on domain obj.. CAAD Modify Attribute Domain.. Default-.. QSCA

B Hich 8/29/2021 10:37 AM Active Directory QSCAMdministrator DACL changed on OU object CAAD Modify Attribute  OU Default-... QSCA .

[« | _"l_I
E'ﬂ Copy B4 Email... |E| Print ~ @ Knowledge Base... E—é Comments... [ Disable Q Related Search = B Add to Search ~ éﬁ Protect x

B Hizh Severity

& Whe:  QSCAVAdministrator (©) When: 8/29/2021 11:49:01 AM
& Where: CAAD Source:  Change Auditor ] Origin: caad.qsca.cam (10.31.17.213)
B What: The interval of the site link DEFAULTIPSITELINK changed. @ Result: Success
@'Acﬁve Directory Action: Modify Attribute Facility:  Site Link Configuration
Class: sitelink Attr: replinterval Authentication: Kerberos
Object:  gsca.com/Configuration/Sites/Inter-Site Transports/IP/DEFAULTIPSITELINK SLE L
From: (180
Ta: (240

. Active Directory 1>k
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File System®D7>J L — M S7E

ZDtY23>TlFFile SystemDEE(CKHERT> I — MeERk I 2 FIRZEHALET .

@ Change Auditor [connected to caserver.qsca.com - FIRST] as user [Adi

File Edit Action |View | Help

Start
Deployment
Overview
Searches
Statistics
Administration

Threat Detection Dashboard
Close All Windows

1 Searches

2 Overview

3 Deployment
4 Start

5 Agent Statistics

Ctrl+F8
Ctrl+F9
Ctri+=F10

Ctrl+=F12
Shift=F12

View —Administration:&RUE



File System®D7>J L —MS7E

Start X Overview X/ Searches X | Deployment X | Agent Statistics X GG ElURES S

Attributes @ Add... Z Edit.. © Assign... U] Delete ~|f= Print ~
Azure Active Directory (0) Template Name | Group Enabled ‘ Path Filter ‘ Process
Applications Click here to filter data... (=] Al

Exchange Mailbox (0)
Office 365 (0)

VMware (0)
SharePoint (0)

Skype for Business (0)
SQL 1 .
SQL Server (1)

SQL Data Level (0)

Server 2 )
File System (0)

Registry (0)

Services (0)

NAS 3.
EMC (0)

NetApp (0)

FluidF5s (0)

% Protection

Administration TasksYJDERA>H
5Auditingz/7VyILE 9,

ERA>h5Server—File System%z/
DwIULET

Add---z7YvJU CFile System
Auditing Wizard ZHZ£9,

@ File System Auditing Wizard

Use this wizard to create or modify a File System Auditing Template.

Template Name:

Q|

Audit Path: @ File O Folder O All Drives .;. Paths must be local. Auditing shares or mapped drives is not supported.

Path ’\] Type ] Scope Include Mask

Exclude

Events || Inclusions ” Exclusions

Select the file and/or folder events to audit.

I File Events ™ Folder Events

Discard file open events from browsing Discard Windows Explorer tooltip events from folder browsing

Help

BRICES

Cancel




File System®D7>J L —MS7E

D File System Auditing Wizard O >

Use this wizard to create or modify a File System Auditing Template.

Template MName:

FS template 1. Template%’i*)\jj LEI,

Audit Path: O File @ Folder O All Drives ,;. Paths must be local. Auditing shares or mapped drives is not supported.

o FsTel Y v A 2. Audit PathTFolderz:&iRU. /{2A%#5
Path ~| Type | scope Include Mask Exclude |

ELFT . AddZ2 7y IU TN RZENMULE T,

i IPANY—N—LOO-DIVDARBELE T HBEEL
KRYYIUERFATRBRMABTT

Events || Inclusions || Exclusions

Select the file and/or folder events to audit.

[ File Events [ Folder Events

Discard file open events from browsing Discard Windows Explorer tooltip events from folder browsing

Help Cancel



File System®7>

@ File Systemn Auditing Wizard

Use this wizard to create or modify a File System Auditing Template.

Template Name:
F5 template
.*i\, Paths must be local. Auditing shares or mapped drives is not supported.
o /% Remove

O File @ Folder O Al Drives

Audit Path:

Exclude
: 0 File; 0 Folder

iThis object and all chil -

i Folder

(o} =rl'

@ File System Auditing Wizard

Use this wizard to create or modify a File System Auditing Template.

Template Name:
F5 template
O Al Drives

O File @ Folder

Audit Path:

v

rﬁ PFaths must be local. Auditing shares or mapped drives is not supported.

# Remove

i Folder iThis object and all chil_

Exclude
File; 0 Folder

Events | Inclusions || Exclusions

Select the file and/or folder events to audit.

[+ Folder Events

W Failed folder access (Change Auditor Protection)
W Failed folder access (NTFS permissions)

¥ Failed share access (Change Auditor Protection)
W Failed share access (NTFS permissions) -

V' File Events

[¥ Failed file access (Change Auditor Protection)
IV Failed file access (NTF5 permissions)

¥ File access rights changed

¥ File attribute changed

Discard file open events from browsing Discard Windows Explorer tooltip events from folder browsing

Help Next Finish ~ Cancel

Event’J CFile EventstFolder Eventsz&#RUEY .

=Gl | Exclusions

Add the file masks to audit. Click here for examples.
#\ Remove
Audited Names |
Discand file open events from browsing Discard Windows Explorer tooltip events from folder browsing
Next Finish - Cancel

Help

Inclusions”J CAdd the file masks to audit(c*

(PRHYRT) ZEMULFT

(WES

)
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@ File System Auditing Wizard

Use this wizard to create or modify a File System Auditing Template.

Template Name:
FS template

Audit Path:

R

O File @ Folder O All Drives .ﬂ Paths must be local. Auditing shares or mapped drives is not supported.

% Remove

Include Mask

c:\F5Test

(TS | Exclusions

Exclude
{0 File; 0 Folder

Add the file masks to audit. Click here for examples.
#% Remove
Audited Names |

Discard file open events from browsing Discard Windows Explorer tooltip events from folder browsing

Help MNext

Cancel

Finish

Finish and Assign to Agent Cenfiguration...

Finish/k5>h5Finish and Assign to Agent
Configuration---z&RUE Y,



File System®7>JL—h

Proxy Server || File System | [ AD Query | Exchange || Viware |[ Defender |[ Authentication Services |

O x

300 5 seconds

'_!‘9 Cenfiguration Setup

Retry Interval:

Max events per connection: 1500 /5

Hame
900 5 seconds

Polling Interval:

Default Configuration
Forwarding Interval: 5% seconds
1005 hours Agent Load Threshold: 10000 |-

Kerberos Ticket Lifetime:
To: |11:53.00PM 5

Allowed time for connection
Sat From: | 12:00:00 AM

1 Sun &1 Mon [ Tue ] Wed [ Thu [ Fri

Auditing and Protection Templates
Assigned | Type | Name | Status
AJ [A]
@ Enabled
@ Enabled

Click here to filter data...
~ | File System Auditing
SQL Auditing

F5 template
Best Practice SQL Auditing Template

Kl -

Restore to Default Edit Templates ...

Add... Copy Delete

=JL re=t
-1

Configuration Setup XR—OERAIHSEHT 21ERZ
BEIRUE T, fERLIET> T — MeiEU Assigned DIEE TYes

BEIRLET , OKZIIYILTI1> RIZEALE T .

Administration Tasks Agent Statistics X
.:5?{:’ Confizurations... ] Assign... [¥] Default All ) Refresh Configuration Even
Drag a column header here to group by that colurmn.
|j3—:| Apent | Domain | Configuration
Click here to filter data... 4/ (Al
(8 CAFS01 Q5CA FILEAUDIT
CASERVER )
D Agent Assignment ? >
CAAD
Configuration ta

Default Configuration
FILEALIDIT

Cancel

I—->1> M2&EIRL. Assign-z/7v/ L TAgent
AssignmentziHZEEd .
7> IL—MNIERAUEMRZEVOKZI I ILET ,

BRICES



File System®D7>J L —MS7E

,5:?@ Confisurations... e Assign... [€) Default All ) Refresh Configuration Event Logging... Logs "’-El Print =

Drag a column header here to group by that column.

|j]—'-| Apent | Domain Configuration Office 365 V| Azure Activ...‘ File System
Click here to filter data... 1 Al A A A
CAFS01 FILEALIDIT Mone None Auditing
CASERVER Q5CA Default Confizuration B None B tone B None
CAAD QSCA Default Confizuration B Hone B Hone B Hone

F>I'L—MhiEBAEN3EFile System DIEB N Auditingt R R~ENF 9.



Windows File System OZEDEFHI

CZTI&. File System®fFERTAMFIEZEZEALE T,

1. BIRICERTEUFile system®DIANA —(CEEEINZAET .
fl

o JrAIV7ZIENN

o BIFOIFAIINOWERZZESE (JrMlaao)w)—-tF+1)57447—-1—-HEN)
o BIFI7AILOHIBR

o HIIAINAZIEN

2 . Change Auditor Client TAX> M RODWINH DI ETHEERLET
1) Agent Statistics7J THROI—->1> MDEvents TodayIEBDHFEDU>I%=IIWILET

Start || Overview X || Searches X || Administration Tasks X All File System Events X
[> Start Agent [ Stop Agent & Restart Agent Set Agent Uninstalled [ Show Uninstalled Agents {(;j} Show Properties Logs -

Servers w | | Forest w ||| gsca.com |V

Drag a column header here to group by that column.

|j3-:| Status Agent #| Domain  #%| Load Uptime Last Update Events Today | Events Total | DB Size
Click here to filter data...  [Al (A (A (Al (Al (Al

CAFSM Q5CA Normal 0d 13h 38m  B8/28/2021 1:36 PM



Windows File System OZEDEFHI

2) Searches 57 TAIll Events —All File System Events #457)L7Uv/)U% Y,
F o I-DIO M AR=ILENTVBIARTOFile Systemh X RICIRDET

Start X | Overview X Administration Tasks X | Agent Statistics X
E Explorer View Grid View | @ New ~ @ Run... {@} Hide Properties |E| Print ~
Quick Search ﬁ
. Drag a column header here to group by that column.
Private
S+ Shared | Type | Alert | Report Mame
=5 Built-In Click here to filter data... &l O
Active Directory Federation Servi
4D Query Shared Search - - All Domain Events
Shared Search - - All Dynamic Access Control Events
Authentication Services Shared Search = = All EMC Events
* Azure Active Directory Shared Search All Events
Defender . Shared Search - - All Events in the Past 24 hours
Logon Activity
: Dffice 365 Shared Search - - All Exchange Events
¥ Recommended Best Practice : Shared Search - - All Fault Tolerance Events
+{" Regulatory Compliance 1, Shared Search - All File System Events
+ Security Shared Search - - All FluidF5 Events
SharePoint _ Shared Search - - All Forest Configuration Events
Skype for Business Shared Search - - All FRS Events

SQL Data Level -
Threat Detection j Shared Search - - All Group Events



Windows File System OZEDEFHI

File System (J7(ILlH—/){=) O ARDMFTREINZET,
IEREZEOI/INAULY . TOMOFEMEI—Y - 11 RSB,

@ Change Auditor [connected to caserver.gsca.com - FIRST] as user [Adrministrator (Q5CA]] — >
File Edit Acton Wiew Help
Start X| Overview X| Searches X| Administration Tasks X || Agent Statistics X
':{ Search Properties = Event Details |E| Print =
Drag a column header here to group by that column. Run on: 8/28/2021 2:13 PM Run TImF:;CZUr:SS:Ug Refresh
|j}—-| Severity Time Detected V| Subsystem User | Event | Computer Action | Daomain | Resuld
& [&] File System  [A] & &l &l Y Al
O Medium  B8/28/2021 2:11 PM File Systemn CAFS01\cafsuserl File moved CAFSOM Move Object Q5CA ® Suc
(A Medium  8/28/2021 2:11 PM File System CAFSM\cafsuserQl File deleted CAFS01 Delete Object
Medium  B/28/2021 2:10 PM File System CAFS0T\cafsuserdl Folder created CAFS01 Add Object QSCA ® suc
Medium  8/28/2021 2:10 PM File Systermn CAFS01\cafsuserl File moved CAFSOM Move Object Q5CA ® Suc
Medium B8/28/2021 2:06 PM File Systemn CAFS01\cafsuserl File access rights changed CAFSOM Modify Attribute QSCA ® Suc
Medium  8/28/2021 2:04 PM File System CAFS0T\cafsuserl File renamed CAFS01 Rename Object QSCA ® suc
Medium  8/28/2021 12:18 AM File System CAFS0TAdministrator File created CAFS01 Add Object QSCA ® Suc
Medium  8/28/2021 12:18 AM File Systermn CAFS01\Adrministrator File created CAFSOM Add Object Q5CA ® Suc .
14 _*IJ
@ Copy [ Email... |E| Print ~ ':i:' Knowledee Base... E‘(}.} Comments... [ Disable '::"\ Related Search ~ % Protect o

& Who:  CAFSO1\cafsuser(01

&3 Where: CAFSDI Source: Change Auditor
B What: File C:\FSTestisubfolder\lwkJ%F rename.bmp deleted on QSCAVCAFSO1.
F1'le System Action: Delete Object
Path: C:\FSTestisubfolder\t sk 7+ rename.bmp
Attribute: Process: C:\Windows\System32\dllhost.exe

(D When: 8/28/2021 2:11:53 PM
1 origin: cafs01.qsca.com (10.31.17.215)

@ Result: Success
Facility:  Custom File System Monitoring

)

(WES
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