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* Microsoft Windows Server® 2022, 2019, 2016, 2012 R2, 2012
* Microsoft Windows® 11, 10 x64, 8.1 x64

B R—2 T b
Microsoft .NET Framework
Microsoft .NET Framework version 4.8 =[x Fh Ll Lt

Microsoft SQL Server &L ULaR—R2 +

(WEHSQL SeverB L UaR—RY MZDWLWTIX, RMADDA YR F—ILIZEENRTHEYET, )

* Microsoft SQL Server® 2019, 2017, 2016, 2014 and 2012 (Enterprise, Business Intelligence, Standard, Express, Web, or Developer Edition)
Microsoft SQL Server® components

Microsoft System CLR Types for SQL Server® 2012

Microsoft SQL Server Reporting Services
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Recovery Manager for AD 10.2.2 - User Guide (quest.com)
Permissions required to use Recovery Manager for Active Directory
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Manage RMAD _ o %

Share View Application Tools v o

» ThisPC » Windows (T:) » Apps » RMAD v O Search RMAD »

o MName Date modified Type Size

3t Quick access
[ Desktop
* Downloads

RMAD_10.2.2.36571 8/17/2022 241 AM  Application 628,117 KB

Documents

[&=] Pictures

NN 4

[ This PC
) 3D Objects
[ Desktop
Documents
3 Downloads
J’S Music
[&=] Pictures
@ videos
i Windows (C:)
912c8d9bff17927eT0b1

Apps
Packages
Perflogs
Program Files

Program Files (x86) w
Titem  1item selected 613 MB

Aoon0—KRI27A4LEZ TN )OI LET,
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Ve RMAD O

Home Share View Application Tools v o

&« - » ThisPC » Windows (C:) » Apps » RMAD

=

v & Search RMAD F:l

o Mame Date modified Type Size
st Quick access

RMAD_10.2.2.36571 8/17/2022 2:41 AM Application 628,117 KB
I Desktop

‘ Downloads
Documents
[&] Pictures

% % % %

[ This PC (@) 7-Zip self-extracting archive b4
_J 3D Objects T
I Desktop J

Documents

‘ Downloads

D Music Extract Canel |

[&] Pictures

i Videos

e Windows (C:)

912c8d9bff17927e70b1
Apps

Packages

PerflLogs

Program Files

Program Files (x86) W
Titem  1itemn selected 613 MBE

T77ANLVERREATASTaA LY F)EEELTLEELY,
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Manage RMAD

Share View Application Tools

» ThisPC » Windows (C:) » Apps » RMAD »

~  Name

# Quick access
[ Desktop

¥ Downloads
Documents

[&=] Pictures

auterun
Documents
Operations Manager Management Pack
Setup
auterun
I This PC &] autorun
o (&) RMAD_10.2.2.36571

LT

3D Objects
[ Desktap
Documents
; Downloads

D Music

& Pictures

B Videos

i, Windows (C:)
912c8d9bff17927e70b1
Apps
Packages
Perflogs
Program Files

Program Files (x86) v
Titems  1item selected 207 KB

Date modified

6/22/2022 10:40 PM
6/22/2022 10
6/22/2022
6/22/2022 10:40 PM
6/22/2022 8:22 PM

6/22/2022 10:40 PM
8/17/2022 2:41 AM

Type

File folder

File folder

File folder

File folder
Application
Setup Information

Application

v @ Search RMAD

Size

208 KB
1KB
628,117 KB

AutorunZF=EfTLEY,
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Quest 10.2.2 - [m| X

Quest Recovery Manager for Active Directory

Home Recovery Manager for Active Directory offers an easy-to-use solution for fast, online
recovery. Comparison reports highlight what objects and attributes have been changed

Setup and deleted in Active Directory enabling efficient, focused recovery at the object or
attribute level. Accurate backups and a quicker recovery enable you to reduce the time

Documentation and costs associated with AD outages and reduce the impact on users throughout your

organization.
PowerShell

Community Recovery Manager for Active Directory is based on patent-pending technology.

Support
Release Notes

Contact Us Setup

SetupZ:EIRLET,
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.:‘ Quest 10.2.2 - _ -

Quest Recovery Manager for Active Directory

T Recovery Manager for Active Directory

Setup FF Recovery Manager for Active Directory

Release Notes
Documentation

powershell Additional components

Community [ Management Pack for System Center Operations m
Manager (SCOM)

Support
FF Backup Agent

Contact Us

Recovery Manager for Active Directory DlInstallz:Z&R L £ 9,
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 5e... — *

O U e St Welcome to the Setup Wizard

The Setup Wizard will install Recovery Manager for Active
Directory on your computer, Click Next to continue or Cancel
to exit the Setup Wizard.

=2

Back I MNext I | Cancel

NextZz:E IR L FET,
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 Se...  — *
Software Transaction Agreement O
Please read the follawing agreement carefully. U e St

You must read and accept the terms of the license agreement before continuing
with the installation of this product.

I View License Agreement... I

Back MNext Cancel

View License AgreementZ:&IR L £,
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571S...  — X
Software Transaction Agreement
Please read the following license agreement carefully. Q U e St

Quotation shall control. ror all other Orders, in the event of a confict between the
terms of this Agreement and the terms contained in an Order, the terms of this
Agreement shall control. Neither this Agreement, nor an Order, may be modified or
amended except by a writing executed by a duly authorized representative of each
party. No other act, document, usage or custom shall be deemed te amend or modify
this Agreement or an Order and Customer agrees that all additional or inconsistent
terms that may be contained in any purchase order or other documentation submitted
by Customer in connection with an Order are not applicable. Customer agrees that all
of Customer’s licenses for such Product, regardless of license date, will be governed
by the version of the Agreement and applicable Product Terms in effect on the date of
the most recent license purchase.

(¢ laccepttheseterms

(" Idonot accepttheseterms

XEDREFEF TR A—)LE 2 LThH LI accept these termsZ#EIR L. OK
ZERLETS,
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 Se...  — x

Software Transaction Agreement

Please read the following agreement carefully, O U e St

You must read and accept the terms of the license agreement before continuing
with the installation of this product.

I View License Agreement... |

Back Next Cancel

NextZz:E IR L FET,

Q U eSt quest.com | confidential Where Next Meets Now.



Recover Manager for ADDA X b—JL

ﬂ Quest Recovery Manager for Active Directory 10.2.2.36571 Se...  — x

User Information

Provide information that will be used to personalize your installation. O U e St

Eull name: |Kaji Hatayama

Organization: |MPM

To install the product, you need to specify a valid product license. For that, dick Browse
license or type the path to the license file.

|c:\Apps\RMAD-152-020-458. div Browse license. ..

| Back || Next | | Cancel |

Full Name & Organization® A 16 & URMADD 51 £ X F— -
T7AILDINREEEL. NextZERLZET,
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15 Quest Recovery Manager for Active Directory 10.2.2.36571 Se..  — X
Choose Setup Type O
Choose the setup type that best suits your needs. U e St
O Express

Installs all features of Recovery Manager for Active Directory with default
parameters, Requires the most disk space.

@ Custom

Allows you to select the Recovery Manager for Active Directory features to install
and specify other installation parameters.

Back MNext Cancel

CustomZZU., NextZ#EIRLET,
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Recover Manager for AD®D

ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 5e...

Custom Setup
Select the way you want features to be installed.

- X

Quest

Click the icons in the tree below to change the way features will be installed.

=) ~ | Core Components
= = | Recovery Manager Remote API Acce

Recovery Manager Hybrid Restore

Enables you to recover Hybrid Active
Directory environments in conjuction
with On Demand Recaovery.

This feature requires OKB on your hard

drive.

Reset Disk Usage Back

==

WMBEAVR—322 FEED. NextZEIRLFET,

Quest
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 5e.. — >

Default Backup Storage

fou can modify the path to the default backup storage folder. QU e St

The default storage folder is used as the default location for badkups. In the format
string for backup file name (Computer Collection properties), the path to this folder is
denoted with the 3BACKUPS % expression,

Path to default backup storage folder:

C:\ProgramData \Quest\Recovery Manager for Active change...
Directory\Backups\,

NI Ty TREENRFHEEL., NextZ:BIRLET,
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ﬁ Quest Recovery Manager for Active Directory 10.2.2,36571 5e..  — >

Configure Windows Features

Configure Windows features to make backups and restores possible in O U e St

your environment,

Automatically configure Windows Firewall

Creates rules in Windows Firewall on the domain controllers running Windows Server
2003 or Windows Server 2012, These rules allow to automatically install Badup
Agent and back up these domain controllers.

NextZ#ZEIRLET,
Quest
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15 Quest Recovery Manager for Active Directory 10.2.2.36571 Se..  — X

SQL Server Installation Options

Select whether or not to install SQL Server 2016 Express Edition. Q U e St

Microsoft SQL Server is required for storing Recovery Manager for Active Directory
data.

If Microsoft SQL Server is not available in your environment, select to install it on this
computer,

(®) Install SQL Server 2016 Express Edition on this computer
The application will use Microsaft SQL Server running on this computer,

(O) Do not install SQL Server 2015 Express Edition
The application will use SQL Server already installed in your environment.

NextZZERLET,

Quest
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 Se... — *
Report Management Application Q
Select a report management application. U e St

Select the application to be used for generating, managing and viewing reports.

@ Quest Reports Viewer
Install and use Quest Reports Viewer on this computer.

O Microsoft SQL Server Reporting Services
Use SQL Server Reparting Services preinstalled locally or on a remote computer,

Microsoft SQL Reporting server address:

|htu3 :[f<ServerMame = ReportServer

NextZ#ZEIRLET,
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ﬁ Cuest Recovery Manager for Active Directory 10.2.2.36571 Se... — X

Ready to install Recovery Manager for Active Directory Q
vest

Click Install to begin the installation.
Click Back to review or change any of your installation settings.
Click Cancel to exit the wizard.

Back Cancel
InstallzZIRL F7
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ﬁ Quest Recovery Manager for Active Directory 10.2.2.36571 Se... —

Quest

=2

Completed the Setup Wizard

Click the Finish button to exit the Setup Wizard.

et

- covce

InstallA52 7T T9, FinishZz:E#IRLZET,

Quest
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A=

Recently added Windows Server

@ Recovery Manager for Active Direct...
. | Password and SIDHistory Recoverabi.. >
Windows Windows
Management Shell

Server Manager PowerShell PowerShell ISE

Quest g
» g
Wind
Management Shell "

New Administrativ... Task Manager Control Panel

>

7 d and SIDHistory Recovera...
® weort ¥
<

Recovery Manager for Active Direc... % H -
New ’

< Event Viewer File Explorer

O Search

[& ServerManager

L Settings
w

B Windows Accessories

B Wincows Administrative Tools
B wincows Ease of Access

B windcns Prwergheall

Recover Manager for Active Directory®a >y —)L&RE L E T,

Quest
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% Quest Recovery Manager for Active Directory - m} x
<> File Action View Window Help

e D iEa%A898

€% Recovery Manager for Active Director
> £ Replication
Backup Agents
> @ Storage

(]

Starts a wizard that helps you back up domain controllers and/or AD LDS (ADAM) hosts without putting Active Dirsctory or AD LDS (ADAM) offine. The created backups wil
include the Active Directory, Group Policy, a AD LDS (ADAM) data held on the selected computers.

W Back Up Domain Controller ~

Restore AD Objects Online

Starts a wizard that helps you compare and selectively restore Active Directory objects and their attribute values from Active Directory backups without putiing Active Directory
offiine.

>
> @ Sessions
> @

Backups

Restore AD LDS (ADAM) Objects Online

Starts a wizard that helps you compare and selectively restore AD LDS (ADAN) objects and their attribute values from Active Directory backups without putting AD LDS (ADAN)
instances offine.

Restore Group Policy Online
Starts a wizard that helps you compare and selectively restore Group Policy objects from Active Directory backups without putting Active Directory offine.

Restore Active Directory Offline

Starts a wizard that helps you restore Active Directory data on the domain controller you specify, including Active Directory database and SYSVOL. During restore, Active
Directory will be unavailable for some time.

On Demand Recovery for Azure AD

Moving to the cloud? Click here to learn more about On Demand Recovery for Azure AD !

m Ask the Experts
Go to the Recovery Community, & collaborative site where IT pros can ask questions and get answers. Interact with industry peers, engage in discussions, and browse through
- content.
[

< > = Start the Forest Recovery Console
Done

Computer CollectionsZE&R L £ 7,
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Backup Agent® 4 > X F—IL

% Quest Recovery Manager for Active Directory
& File Action View Window Help

e @ BHE DA R E8

- & x

% Recovery Manager for Active Director|| Collection Schedule Last Run
v @ Replication
[ Remote Consoles
5 @3 History
il Backup Agents
v @ Storage
= Secure Storage
# Cloud Storage
@ Hybrid Recovery
~ |j Coamnuter Collartinne

~ & Create Collection
v Cellection Defaults...
View >

New Window from Here

Refresh
L4 )
v @ Export List...
Help

@2 AD LDS (ADAM)

< >

Next Run Backup Type Storage

There are no items to show in this view,

Creates a new Computer Collection

Computer Collectionsz&% ') v % L. Create CollectionZ:#R L £,

Quest

quest.com | confidential
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% Quest Recovery Manager for Active Directory - m} g
% File Action View Window Help _& x
e @ 0XDes BHE O b%aadedY

% Recovery Manager for Active Directory || Name Location Type Result  ErrorText

v & Replication
@i Remote Consoles There are na items to show in this view,
> B3 History
sl Backup Agents
v & Storage
= Secure Storage
# Cloud Storage
> Hybrid Recovery
v (9 Computer Collections
New Computer Collection
v ctive Directory
v ¥ Forest "source001d.com”
(g All Domain Controllers
~ L Sites
Default-First-Site-Mame
> [ Domains
@ Sessions
v @ Backups
@ Active Directory
i Bare Metal
@2 ADLDS (ADAM)

< >

0 object(s)

#Fi-I1ZCollection® 7 A+ L EZHE S NFE T,
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> Quest Recovery Manager for Active Directery
% File Action View Window Help

e |n1m 0 Xz HE O %4296 /RA%

]

X

g X

7 Recovery Manager for Active Directory || Name Location Type Result  Error Text
v E‘& Replication
@i Remote Consoles
> History
Es.E Backup Agents
v @ Storage
= Secure Sterage
# Cloud Storage
G Hybrid Recovery
v [} Computer Collections
23 New Computer ~~li~rtinn

There are no items te show in this view.

v & Active Directory Create Backup
~ i Forest "sourcel Install Backup Agent...
(g All Domain Add N
v Lg Sites
Default- Collect Diagnostic Data...
> [ Domains o s
& Sessions
v & Backups New Window from Here
@% Active Directory Delete
(@ Bare Metal Rename
@2 ADLDS (ADAM
Refresh
Bxport List...
Properties
Help
& >
Starts the backup job

#F LU CollectionzH2 ') v L., AddE:EIRLET,

Quest
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Backup Agent

DA VA=

% Quest Recovery Manager for Active Directory
% File Action View Window Help

e 2@ 0 XEE HR O H%h5088(RA%

g X

Zb Recovery Manager for Active Directory || Name Location Type Result
v £ Replication
Bl8 Remote Consoles
> @3 History
el Backup Agents
v @ Storage
= Secure Storage
= Cloud Storage
& Hybrid Recovery
v (3 Computer Collections
] New Computer Callartinn

Error Text

There are no items to show in this view,

v & Active Directo Create Backup
v 9 Forest "sol Install Backup Agent...
—AIDer gy > Domain Controller...
» L Sites c
> g Domai Collect Diagnostic Data... Ik
& sessions AD LDS (ADAM) Host...
v P Backups =D ’ Import Computers...
&) Active Dire New Window from Here
il Bare Meta Delete
@2 ADLDS (A
Rename
Refresh
Export List...
Properties
Help
< >
0 object(s)

Add®Domain Controllerz: &R L %9,

Quest
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Backup Agent® 4 > X F—IL

5 Quest Recovery Manager for Active Directen,

<% File Action View Window Help

e’ n@ o XBe BEEI O voanBERAR

- & %

7> Recovery Manager for Active Directory
v 74 Replication
@ Remote Consoles
> E3 History
‘g Backup Agents
. @ Storage
3 Secure Storage
# Cloud Storage
& Hybrid Recovery
v (3 Computer Collections
I_J New Computer Collection
v & Active Directory
~ 9 Forest "sourceDD1d.com”
(3 All Domain Controllers
> L Sites
> (g Domains
@ Sessions
v & Backups
@ Active Directory
@l Bare Metal
@2 AD LDS (ADAM)

MName

Location Type Result  Error Text

There are ne items to show in this view.

Select Computers X

Select his object type
[computers | [ Obiect Types... |

From this location:
[Ertire Directory | | Locations.. |

Entterthe object names to sslect (examples)
I Check Names

5| oo

Select Computers|Z TAdvanced &R L E£ 9,

Quest
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% Quest Recovery Manager for Active Directory

<> File Action View Window Help

om0 XBaz Ha O hoaaaaRd

O

X

- & %

7> Recovery Manager for Active Directory
v 25 Replication
8 Remote Consoles
> 3 History
&) Backup Agents
v & Storage
3 Secure Storage
# Cloud Storage
G Hybrid Recovery
v | Computer Collections
(1 New Computer Collection
v & Active Directory
v 9§ Forest "source001d.com”
(g All Domain Controllers
> L Sites
> g Domains
¥ Sessions
v @& Backups
@, Active Directory
@ Bare Metal
@2 ADLDS (ADAM)

< >

Name Location Type Result  Error Text
Select Computers X
Select this object type
[Computers | | obiect Types... |
From this Iocation
Select Comp| | Entre Drectory | | Locations.. |
St thisotyd | Common Guens
v | e ] | |
From tis locati
Description: | Starta wih ~ Find Now
Ertire Directo pion: [ Siatswih | | |
[ Disabled accourts Stop
Enterthe obied
Non expiing password
Diaps sinee last logor: - =
Advanced
Search et
Name: In Folder

0 object(s)

Find nowZ3EiR L.

Quest

020 001d.com...
i Q-0021 sourceD01d.com.

quest.com | confidential
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Backup Agent® 4 > X F—IL

% Quest Recovery Manager for Active Di
% File Action View Window Hel

recton

p

ez |i@ 0 XEGR HEIO/ 255 886|[RA%

- [m] >

- & %

7% Recovery Manager for Active Directory

v B2 Replication
9 Remote Consoles

> 3 History
&&! Backup Agents

v & Storage
= secure Storage
# Cloud Storage

Name

Location Type Result

Error Text

There are no items to show in this view,

G Hybrid Recovery Select Computers X
v (3 Computer Collections e i
(1 New Computer Collecti
v & Active Directory [cermputers | [ Obiect Types... |
v 9 Forest "sourceDDld.com” From this location:
(8 All Domain Controllers |Entire Directory | | e |
> g Sites
» (5 Domains Entter the object names to select (sxamples)
@ Sessions Q-0020) Check Names
v & Backups
@, Active Directory
Bare Metal
< >
0 object(s)

OKZZERLZFET,

Quest
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5 Quest Recovery Manager for Active Directory

% File Action View Window Help

x| 1o 0|0k HE0H%AH 88 AR
€% Recovery Manager for Active Director|| Name Location
> @ Replication

B Q-0020.50urcedld.com source001d.com Demain Controller
E@ Backup Agents
> iy Storage

- [m] *

-8 x

Type Result Error Text

€ Hybrid Recovery
~ (J Computer Collections
1 New Computer Collection
> & Active Directory
5 @ Sessions

> @ Backups

<

1 object(s)

# L L Collection[Z &LV T,

Quest

%49 SDomain Controllerh RSN D L& HELET,
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75 Quest Recavery Manager for Active Directory

- [m] X

% File Action View Window Help _lelx

e L XE2HE/ 0 9%A4A 888 RAY

> Recovery Manager for Active Director|| Name Location Type Resutt  ErorText

A ot
’ EE Replication [ {0000 o " 00 Domain Controller
&5 Backup Agents Create Backup...
» @ Storage Install Backup Agent
€5 Hybrid Recovery nstall Backup Agent..
~ [J Computer Collections Repair...
(] New Computer Collection Extract...

5 & Active Directory

, @ Sessions Collect Diagnostic Data...

> @ Backups Cut
Copy
Delete
Properties
Help

< >
Starts the Repair Wizard

%449 HDomain Controllerz/a4 1) w4 L. Install Backup AgentZER L E£ 3,

Quest
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> Quest Recovery Manager for Active Directory

<% File Action View Window Help

e n@ I XE BRI O %A 08 RA/Y

- O has

- &8 x

@ Recovery Manager for Active Director|
> £ Replication

el Backup Agents
> @ Storage

& Hybrid Recovery
v S Computer Collections

(23 New Computer Collection

> & Active Directory
> d Sessions
> @ Backups

Name

Location Type Result  Error Text

& o-o02)

&) Install Backup Agent — m] P4

Specify user account

Specify the user account under which you want to install Backup Agent on
the target computers.

@ Use current account: SOURCEOD1D\mpmadmin

() Use this account:

User name:

Password:

NextZZERLET,

Quest
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Backup Agent® 4 > X F—IL

€5 Quest Recovery Manager for Active Directory - O b4
< File Action View Window Help -8 x
e nm e XEE BRI O 942886 QAQ
& Rsmvery Manager for Active Director | name Location Type Result  Error Text
> B Replication ]

‘E Backup Agents a L0 gE Install Backup Agent — [m] »
>y Storage

&> Hybrid Recovery @ .

~ ﬁ Computer Collections
[_J New Computer Collection
5 & Active Directory
> ¥ Sessions
» E Backups

Agent settings

Creste the firewall rules to allow traffic on ports used by Backup Agent.

Automatically configure Windows Firewall

Configures Windows Firewall on the target DCs so that Recovery Manager can back
up these DCs,

NextZZERLET,
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Backup Agent® 4 > X F—IL

€% Quest Recovery Manager for Active Directory - u] s
% File Action View Window Help -8 x
e fEIXER BE 0 958888 RY
% R:(‘WE’.Y Manager for Active Director|| Name Location Type Result Error Text
> @ Replication 002!
&5 Backup Agents fia & Install Backup Agent — O X
» @ Storage
G Hybrid Recovery @
~ (2J Computer Collections
1 Mew Computer Collection Review specified settings
» & Active Dircctory Review the setti h ified to install Backup Agent
» b Sessions iew the settings you have specified to install Backup Agent.
> @& Backups
User account: current account
Target computers:
Computer Installed Agent Version Operation Status
Q-0020.source001d.com Unknown
< >

InstallZ#RLE 9,
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Backup Agent® 4 > X F—IL

&> Quest Recovery Manager for Active Directory

<% File Action View Window Help

- [m] X
- & X

e aE du X HE @ HoaRaH A%
@ Rgcovery Manager for Active Director|| Name Location Type Result  Error Text
» B Replication v

5 Backup Agents Boom g Install Backup Agent u] x
» @ Storage

@ Hybrid Recovery @ .

~ J) Computer Collections

) New Computer Collection View operation progress
» @ Active Directory

» Q Sessions
> g Backups

User account: current account

Target computers:
Computer Installed Agent Version Operation Status
0-0020.source001d.com 10.2.2.36571

Succeeded

Separation Status|Z TSucceeded& FRREN 5 Z & Tlnstalll5E T TF . FinishZzZEIRLFET,
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<% Quest Recovery Manager for Active Directory — [m] x

<% File Action View Window Help -8 x

o dRIXEE BRI Q254886 QY%

% Recovery Manager for Active Director|| Name

Location Type Result Error Text

o -

> g Replication [£]0-002 gt Domain Centroller Success
bl Backup Agents Create Backup...

5 & Storage Install Backup Agent...

> Hybrid Recovery

Repair...
~ [J Computer Collections p
| New Computer Collection EEE
> & Active Directory Collect Diagnostic Data...
> Q Sessions
v g Backups Cut
@3 Active Directory Copy
) Bare Metal Delete
&2 ADLDS (ADAM)
Properties
Help

Collectionh 5 5% 29 S Domain Controllerz%H % 1) v % L. Create BackupZZEiRL 9,
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& Quest Recovery Manager for Active Directory

% File Action View Window Help

Lo Al =l JENENE PR ROIR R 8- R E 1LY

- 8 X

% Recovery Manager for Active Director]
> E‘& Replication
&) Backup Agents
» @y Storage
@ Hybrid Recovery
v S Computer Collections
% New Computer Collection
> @ Active Directory
5 @ Sessions
v § Backups
@3 Active Directory
3] Bare Metal
@2 AD LDS (ADAM)

Mame

Location Type

Result

. Q-0020.s0urce001d.com sourcel01d.com Domain Controller  Success

Recovery Manager for Active Directory

@ Do you want to start the backup creation process?

Mo

Error Text

Yesz#EIRLET,
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7> Quest Recovery Manager for Active Directory

% File Action View Window Help

e nm Bz BRI DA R AE

-8 %

€% Recovery Manager for Active Director,
> 2 Replication
el Backup Agents
> @ Storage
€ Hybrid Recovery
~ () Computer Collections
(1@ New Computer Collection
» & Active Directory
v [[J] Sessions
{5 8/19/2022 1:09:34 AM - New C
{5} 8/19/2022 1:14:08 AM - New C
v @ Backups
@ Active Directory
@) Bare Metal
@ AD LDS (ADAM)

< >

Session End Date

{2 8/19/2022 1:09:34 AM - New Comput... 8/19/2022 1:10:27 AM
£58/19/2022 1:14:09 AM - New Comput... 8/19/2022 1:14:49 AM

Collection

New Comp...
New Comp...

Type
Manual
Manual

Result
Success
Success

2 object(s)

Backup® Status|dSessions|Z THE

Quest
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> Quest Recovery Manager for Active Directary - m} *
&% File Action View Window Help - & %
e @ XO: Bz 9%8088 SE. VRATDOIFY)FIE,

@;:c:ve? Nt'l.anager for Active Director|| pC Domain Date - Size Path Site Age Collection 05 Version  Source Con Eﬁ D —C T j\ :) T 7 I\ 0) E,I‘i é
eplication = -
> e Online Restore... — New Co. Windows.. gE L/ —c l/ i ll\ ~ %%ﬁo)

4
e Backup Agents @@Q—Oﬂ?_ﬂ.sourceﬁ... sourcel01d....  8/23/2 M=Defa.. Ohour(s) MNewCo.. Windows..

» @ Storage Group Policy Restore... / ( ‘y 7 7 ‘y jt ‘y I~ 75\ E) ia)

1y Hybrid Recovery - o A f —
v |3 Computer Collections ::::t :lk Eu‘?{ [& E L i -d_ o
L@ Mew Computer Collection
» & Active Directory Delete Unpacked Components
v d Sessions
{3 9/19/2022 1:09:34 AM - New C
@WTQ;‘EOZZEM:O‘JAM-NWC Delete
{2 8/19/2022 1:34:27 AM - New C .
{3} 8/19/2022 1:36:30 AM - New C Properties
Eﬁ 8/23/2022 6:47:05 AM - New C
@ 872372022 6:31:33 AM - New C
~ @ Backups
@ Active Directory
@ Bare Metal
@2 AD LDS (ADAM)

020.sourcel... sourcel0ld....

Unregister Backup

Help

Backups/Active Directory & U &E D /Ny 9 7 v T#:ZEU. Online RestoreZE IR L F T,
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€% Quest Recovery Manager for Active Directory - u] x

% File Action View Window Help - &%
e rE X B Doa 86

% Recovery Manager for Active Director|| pC Domain Date N Size Path  Site Age Collection  0S Version  Seurce Consold
> B Replication ## Q-0020.courcel... sourcedDld... 8/19/2022 1:37:03 AM 49011KB  CAPr.. CN=zDefa.. Ohour(s) MNewCo.. Windows..

el Backup Agents
> iy Storage
> Hybrid Recovery
~ (J Computer Collections
L3 New Computer Collection
~ & Active Directory
» 9 Forest "sourced01d.com”
v Q Sessions
% 8/19/2022 1:09:34 AM - Mew C
% 8/19/2022 1:14:09 AM - New C|
% 8/19/2022 1:34:27 AM - Mew C
% 8/19/2022 1:36:30 AM - New C

20-0020.50urced... sourced0ld... &/19/2022 13500 AM  49008KE  CiPr.. CN=Defe.. Ohour(s) MewCo. —Windows..
£ Q-0020 Online Restore Wizard - X |Dhourls) MewCo.. —Windows..
Ohourls) NewCo.. Windows..

Welcome to the Online Restore
Wizard

This wizard helps you recover Active Directory objects that
were deleted or modified since the backup. The wizard does
not require restarting domain cortrollers, nor does it interfere
with their nomal operation

The wizard restores only the objects you select from your
Active Directory backup. without affecting the other objects
It allows you to select exactly what objects and what object

~ g Backups attiburtes need to be restored
5 Active Directory i .
The wizard asks you what operation you want it to perform,
) Bare Metal and allows you to select backups and objects to be
@2 AD LDS (ADAM) processed. You can create comparison reports, analyze them
to make a decision on what needs to be restored, and then
perform a restore.
To continue, click Next.
< Back Neat > Cancel Help
< > < >

NextZ:#ERLFET .
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€% Quest Recovery Manager for Active Dir

rectory

% File Action \View Window Help

e 1T XE=H

BB

62888

€7 Recovery Manager for Active Director,
> E‘a Replication
bl Backup Agents
» @ Storage
G Hybrid Recovery
~ [J Computer Collections
(3 New Computer Collection
~ & Active Directory
» 9§ Forest "sourcel01d.com”
v d Sessions
£ 8/19/2022 1:08:34 AM - New C
£ 8/19/2022 1:14:09 AM - New C
£ 8/15/2022 1:34:27 AM - New C
£ 8/15/2022 1:36:30 AM - New C
v & Backups
@ Active Directory
i Bare Metal
@2 AD LDS (ADAM)

DC

&Q-mﬂ).;uur:a{)." sourceD01d...  8/19/2022 1:37:03 AM 48,011 KB CAPr... CN=Defa...

22 a-o02
22 a-o02
2 q-002

Domain Date V Size Path  Site

.sourcel... source01d, 8/19/2022 1:35:00 AM 49009 KB CAPr.. CN=Def,

Age
0 hour(s)
0 hour(s)

Online Restore Wizard - X

Wizard Operation Mode
You have the option te perfo a restore dlong with reporting on changes or only
compare twa backups taken from the same domain controller

10 hour(s)
10 hour(s)

& Compare, restore, and report changes in Active Directory

With this option, you can restere previously backed up objects, deciding on what
needs to bs restored based on per-atiribute comparison of objects between a
backup and Active Directory. Change tracking reports are also available

" Compare two backups and report the differsnces

With this option, you can perform per-attribute comparison of objects between
two Active Directory backups. Comparison reports help you monitor object
modifications that occumed within the time period between two backups

< Back Mext > Cancel Help

Collection
New Co...
MNew Co...
MNew Co...
New Co...

05 Versien

Windows...
Windows...
Windows...
Windows...

Source Console

NextZZERLET,
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% Cuest Recovery Manager for Active Directory

> File Action View Window Help

e @ XEO2 HE 2548848

% Recovery Manager for Active Director
> E‘;’g Replication
h‘.@' Backup Agents
> % Storage
1y Hybrid Recovery
v @ Computer Collections
|_? New Computer Collection
> @ Active Directory
v @ Sessions
£5) 8/19/2022 1:09:34 AM - New C
% B8/15/2022 1:14:08 AM - New C
% 8/15/2022 1:34:27 AM - New C
£ 8/19/2022 1:36:30 AM - New C
£ 8/23/2022 6:47:05 AM - New C
{5 8/23/2022 £:51:33 AM - New C
~ @ Backups
(@ Active Directory
@ Bare Metal
@@ AD LDS (ADAM)

DC
& Q-00
2a-w

Online Restore Wizard - X

Backup Selection
Depending on the wizard operation mode, the backup you select will be
restored/compared to Active Directory or compared with another backup.

Registered backups (but not older than 60 days):

@ o hour{s} 3/23\/'2022 64744 AM  Q-0020. sourceDD‘Id com C:\Program Data\Quest\H

£ >
To register a new backup file or Active Directory database, click X -
Register. Begister
< Back Next > Cancel | Help

Age
0 hour(s)
0 hour(s)

Collection
Mew Co...
Mew Co...

05 Version  Source Con
Windows...
Windows...

NextZ#ZEIRLET,
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€ Quest Recovery Manager for Active Directon

<% File Action View Window Help

& =| A

Rz HE %8288

[m] *

- 8%

% Recovery Manager for Active Director|
> E‘& Replication
el Backup Agents
> @ Storage
€ Hybrid Recovery
~ [J Computer Collections
53 New Computer Collection
v @ Active Directory
> 9 Forest "sourcel01d.com”
~ @ Sessions
7 8/19/2022 1:09:34 AM - New C
% 8/19/2022 1:14:08 AM - New C
{5 8/19/2022 1:34:27 AM - New C
% 8/19/2022 1:36:30 AM - New C
v g Backups
@3, Active Directory
@ Bare Metal
@ AD LDS (ADAM)

Age
0 hour(s)
0 hour(s)

0 hour(s)
0 hour(s)

DC Domain Date : Size Path  Site
&Q'OOZQ.SDU!CEO‘.. source001d...  8/19/2022 1:37:03 AM 49,011 KB CAPr...  CN=Defa...
|§Q-00?_ .source.. source001d... 8/19/2022 1:35:00 AM 45,009 KB C\Pr...  CN=Defa...
2 Q-0020 Online Restore Wizard - X
22 q-o002
Data Preparation

During this step, the wizard extracts the backupl(s) and prepares data for further

use

Done:

¥ Keep extracted data after completing the wizard

The wizard saves the extracted DIT database in a temporary folder, so you can reuse

this information for subsequent starts of the Online Restore Wizard or Group Policy

Restore Wizard

To stop the unpack process, click Cancel

< Back Next > Cancel Help

<

Collection
New Co...
MNew Co...
MNew Co...
New Co...

05 Version

Windows...

Source Console

NextZZERLFET,
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% Quest Recovery Manager for Active Director,

% File Action View Window Help

el nE XOz HE/ 204088

JA 7

@ Recovery Manager for Active Director,
> £ Replication
‘E Backup Agents
> @ Storage
€5 Hybrid Recovery
~ [J Computer Collections
(1@ Mew Computer Collection
~ & Active Directory
> 6E Forest "source001d.com”
~ & Sessions
@ 8/19/2022 1:09:34 AM - New C
% 8/19/2022 1:14:09 AM - New C
% 8/19/2022 1:34:27 AM - New C
% 8/19/2022 1:36:30 AM - New C
v @ Backups
(3 Active Directory
3] Bare Metal
@2 ADLDS (ADAM)

DC

Domain Date V Size Path

B9 0-0020:s0urced... sourceddld...  §/19/2022 1:37:03 AM 49011KB  CAPr...

22 0-002¢
22 0-002¢
22 0-002¢

.sourcel... source001d... /19/2022 1:35:00 AM A9009KB  CAPr...

Site
CN=Defa...
CM=Defa...

Online Restore Wizard -

Domain Access Options
You can specily how you want the wizard to aceess the target domain

¥ Use agertless method to access domain controller

i ‘Some object attributes, such as User Password and SID History, cannot be
% compared or restored in agentless mode. For more information, click Help

Target domain controller:

G-0020 source001d com

Account used to access the target domain controller:
ISOUHCEDmD\mpmadmm

¥ Automaticaly configure Windows Firewal

Browse..
Change:

Age

0 hour(s)
0 hour(s)
0 hour(s)
0 hour(s)

< Back Next > Cancel

Help

Collection

New Co...

05 Version

Windows...
Windows...
Windows...
Windows...

Source Consolt

NextZZERLFET,
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& Quest Recovery Manager for Active Directory

% File Action View Window Help

e EI RO HE 28886

- [m] X

- 8 X

% Recovery Manager for Active Director
> E‘g Replication
g@ Backup Agents
> & Storage
& Hybrid Recovery
+ (ZJ Computer Collections
(Z3 New Computer Collection
v @ Active Directory
> 6§ Forest "source00d.com”
~ d Sessions
2 8/19/2022 1:09:34 AM - New C
£ 8/19/2022 1:14:09 AM - New C
£ 8/19/2022 1:34:27 AM - New C
£ 8/19/2022 1:36:30 AM - New C
v & Backups
& Active Directory
& Bare Metal
&2 ADLDS (ADAM)

DC

Domain Date - Size Path

§8 Q-0020.s0urcel... sourceDDid... B/19/2022 1:37:03 AM 49,011 KB CAPr..

£ q-o02
£ q-002
22 q-002

.sourceD... source00ld...  8/19/2022 1:35:00 AM 49,009 KB CAPr...

Site
CN=Defa...
CH=Defa...

Online Restore Wizard -

Objects to Be Processed
To select objects, click Add. You can find objects by name, browse for abjects, or
use afile to import objects. Use Properties to view attibute values.

Objects.

Name

TR T Remove || Propeties... |

Find...

< Back Browse... ncel Help

Import..

Age

3 hour(s)
0 hour(s)
0 hour(s)
0 hour(s)

Collection
New Co...
New Co...
New Co...
New Co...

OS5 Versien  Source Consele
Windows...
Windows...
Windows...
Windows...

Add/Find... Z#28RLFT,
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% Quest Recovery Manager for Active Directon - [m} ®
<% File Action View W & Find and Select Objects in Backup u] X 5%
| @ File Edit View Help
o Recovery Managerfor Ad g, |Users, Contacts and Groups o om I@ DC=source001d,DC=com j Browse... OS5 Version  Source Conselg
> 5 Replication Windows.
& Backup Agents Users, Contacts and Groups | Advanced | Windoe
> @ Storage Find Now Windouws.

& Hybrid Recovery Name: [ .

~ () Computer Collections| Step Windows.
(3 Mew ComputerCq ~ D==Ptom: [

w & Active Directory

> 98 Forest "source001 Select Al
~ dP Sessions
{2 8/19/20221:09:34

{2 8/19/2022 1:14:09
{2 81972022 1:3427
{3 8/19/2022 1:36:30

~ & Backups —_ T
@) Active Directory #E”‘E Description -
n

@ Bare Metal

@3 ADLDS (ADAM) User  Built-in account for guest access to the computer jdomain
I~ 3 kebtot User  Key Distrbution Center Service Account
v £ Testusern1 User
™ 43 Testusero2 User
I~ £ Testusern3 User
I~ £ Testuserns User
™ £ Testuseros User
I €3 Administrators Group  Administrators have complete and unrestricted access to the computer/domain
I €8 Users Group  Lsers are prevented from making accidental or intentional system-wide changes and can rur
I~ £ Guests Group  Guests have the same access as members of the Users group by default, except for the Gu
I~ €2 Print Operators Group  Members can administer printers installed an domain controllers
™ €3 Backup Operators Group  Backup Operators can override security restrictions for the sole purpose of backing up or re
I €3 Replicator Group  Supports file replication in a domain .
— e T o e -
< >

< Search completed: 36 item(s) found A >

VAT TEFTOH FEEV, OKEZERLEY,

Q U eSt quest.com | confidential Where Next Meets Now.



70z FREDYR T

€% Quest Recovery Manager for Active Directon R ®
% File Action View Window Help - &%
e nE XDz B b2%anA&
& RECOVEW Manager for Active Director|| pC Domain Date - Size Path  Site Age Collection OS5 Version  Source Consel(
’ EE gip:“t:” ##Q-0020.s0urcel.. source0DTd. 49011KB  CAPr.. CN=Defa.. Ohour(s) MNewCo. Windows...
‘& 5:‘ up Agents . 43009KE  C CN=Defa.. Dhourls) Mew Co.. Windows.
> arage .
& Hybrz Recovery 200020 Online Restare Wizard - X |Ohour(s)  NewCo.. Windows..
. 2 0-002 Ohour(s) NewCo..  Windows...
~ (-} Computer Collections Objects to Be P :
(& New Computer Collection To select objects, click Add. You can find objects by name, brawse for objects, or
~ & Active Directory use afile to import objects. Use Properties to view attribute values
» 9 Forest "sourced01d.com”
~ @ Sessions Objects:
{5 8/19/2022 1:09:34 AM - New C Name ]
{2 8/19/2022 1:14:09 AM - New C 17 CN=TestuserD1 0U=UserOU, DC=source001d DE=com
{2 £/19/2022 1:34:27 AM - New C
{5 8/19/2022 1:36:30 AM - New C
v @ Backups
@, Active Directory
i Bare Metal
@8 AD LDS (ADAM)
BT Remove | Propaies... |
<Back Next > Cancel | Hep |
< > < >

NextZ:#ERLFET .
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€% Quest Recovery Manager for Active Director, - u] X
% File Action View Window Help -8 x
e rE XDz HE %4888
 Recovery Manager for Active Director|| pC Domain Date - Size Path  Site Age Collection ~ OS Version ~ Source Consoly
2]
’ 93 Replication & Q-0020s0urcell... sourcedDld...  8/19/2022 1:37:03 AM 49011KB  CA\Pr.. CN=Defa.. Dhour(s) NewCo.. Windows..
‘;h ?:‘k“p"gi"“ 42 Q-0020.50urced... sourcedD1d...  8/19/2022 1:35:00 AM 49009KB  CiAPr.. CN=Defs.. Ohourls) NewCo. —Windows..
’ W-ge QQ-DOZ Online Restore Wizard — »  |Ohour(s) MNew Co.. Window:
&> Hybrid Recovery
2 a-o0x Dhour(s) MNew Co.. Windows..
~ ()} Computer Collections Action Selection
@ New Computer Collection Compars the selected objects with their courterparts in Active Directory/ancther
~ & Active Dircctory backup, or apply the sslected objects’ data from backup to Active Directory
» QE Forest "source001d.com”
v @ Sessions
£ 8/19/2022 1:09:34 AM - Mew C
£} 8/19/2022 1:14:09 AM - New C & Compare, analyze and, optionally, restore
£ 8/19/2022 1:34:27 AM - Mew C
£ 8/19/2022 1:36:30 AM - New C
v & Backups * Restare (skip compare analysis)
@ Active Directory
i Bare Metal
@ AD LDS (ADAM)
< Back Next > Cancel Help
< IR >

NextZ:#ERLFET .
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@ Quest Recovery Manager for Active Directory - m} x
@ File Action View Window Help - 8 %
e rEIXRD: BRI D%H 088
%‘ Recovery Manager for Active Director|| pC Dop=ss o - Flotle lection OS5 Version  Source Console Malware Scan Scan
v E‘& R:Ep;(ﬂtll)ﬂ c I &Q—OOEO‘SOWCEOH. <o Online Restore Wizard - X Co.. Windows..
X 58? HT::: onsoles £20-0020s0urced... 5o P ing Options Co.. Windows...
B Backup Agents 2 Q-0020s0urcel.. o Specify whether to process the objects’ child objects, and select the objects’ Co..  Windows...
[ " attribites to be processed
, & Storage @Q 0020.s0urcel... so Co..  Windows...
3> Hybrid Recovery
v () Computer Collections
|13 New Computer Collection ChiC b pcecag
v & Active Directory " Pracess no child objects
» 6& Forest "sourcel01d.com” + Process all child objects
v @ Sessions " Process child objects of selected types Select Object Types. |
{5 8/18/2022 1:09:34 AM - New C
{3 8/19/2022 1:14:08 AM - New C e
{2 8/18/2022 1:34:27 AM - New C ey
[ 8119/2022 1:36:30 AM - New € & Procses al atibutes
v @ Backups * Process selected attributes Select Attributes... |
@% Active Directory
@ Bare Metal
@ AD LDS (ADAM)
< Back Next > Cancdl | Hap |
< bAIRY >
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@' Cuest Recovery Manager for Active Director, - O X
% File Action View Window Help - & x
Ll Aol SENERN T Nl CR - K
&> Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection 05 Version  Source Con
a i~
» B Replication @Q-OD Additional Outi Ohour(s) Mew Co.. Windows...
gE Backup Agents 202 o O e erting and tacraton oot Ohourls) New Co..  Windows
s & storage pecify additional reporting and integration options
5 Hybrid Recovery
~ (3J Computer Collections ¥ Generate report

@ .New Computer Collection [¥ Report changed chiects orly
> @ Active Directory

w @ Sessions ¥ Report changed attributes only
£33 8/19/2022 1:09:34 AM - New C Change Audor (CA)
F5) 8/19/2022 1:14:09 AM - New C
{5} 8/19/2022 1:34:27 AM - New C

[ Include Change Auditor "Who" data in reports

% 8/19/2022 1:36:30 AM - New C [ Include subsequent changes from CA on deleted objects

% 8/23/2022 6:47:05 AM - New C Database:

% 8/23/2022 6:51:33 AM - New C I d
v @ Backups

@% Active Directory Arcount used to access T4 database:

@ Bare Metal ISOURCEDIND-mpmadmin Change...

@2 AD LDS (ADAM)

< Back Next > Cancel | Hep |

NextZ:#ERLFET .
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> Quest Recovery Manager for Active Directory — O *
&5 File Action View Window Help -lex
e nE XKE Bl o 98
@; Recovery Manager for Active Director|| pc Online Restore Wizard — x Age Collection  OS Version Source Con

a -
» B Replication Q-00 . Ohour(s) NewCo.. Windows
2! Backup Agents & Operation Start )
!@Q-Dﬂ The wizard is ready to start the operation. You can review the settings you have Ohour(s)  MNewCo.. Windows...
> % Storage specified

€t Hybrid Recovery
v _J Computer Collections

Backup: C:\ProgramData"Quest‘\Recovery Manager for Active Directory\Backups\3-0020 ~

|_3 New Computer Collection Created: 8/23/2022a 6:52:05 AM
s &5 Active Directory Target DC: Q-0020.source001d com
v @ Sessions Processing Options:

% 8/19/2022 1:09:34 AM - New C Agentless access to domain controller

Process &l child objects

%% 8/19/2022 1:14:09 AM - New C Process all attibutes

% 8/19/2022 1:34:27 AM - New C

26 _ Reporting Options:
% 8/19/2022 1:36:30 AM - New C Log information only about changed objects: Yes
% 8/2372022 6:47:05 AM - New C
%_% B/23/2022 6:51:33 AM - New C Process the following Active Directory objects
v § Backups v

@% HEREITEED To start the operation, click Mext.
@i Bare Metal To change the wizard settings, click Back.
@2 AD LDS (ADAM)

< Back MNext = Cancel Help
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@ Quest Recovery Manager for Active Directory - [m] *
% File Action View Window Help - & x
e | nE XD BR 008988
€% Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection  OS Version  Source Con
a -
> [ Replication g -
&g Backup Agents @Q 00] o tion Start Ohour(s)  Mew Co... W!ndow;...
E@ Q-00) The wizard is ready to start the operation. You can review the settings you have Ohour(s) Mew Co.. Windows...
» @ Storage specified.
(> Hybrid Recovery
v [ Computer Callections Backup: C:\ProgramData"\Quest\Recovery Manager for Active DirectonyBackupshQ-0020 ~
|23 Mew Computer Collection Created: 8/23/2022 &t 6:52:05 AM
5 @ Active Directory Target DC: (-0020 source001d .com
v @ Sessions Processing Options
E’J 8/19/2022 1:08:34 AM - New C Agentless access to domain controller
£ 8/19/2022 1:14:09 AM - New C SImE ELE
2 8/19/2022 1:34:27 AM - New C
96 - Reporting Options:
Eﬂ 8/18/20221:36:30 AM - New C Log information only about changed objects: Yes
) 8/23/2022 6:47:05 AM - New C
E’J 8/23/2022 £:51:33 AM - New C| Process the following Active Directory objects
v & Backups v
@ et oy To start the operation, click Next.
(@ Bare Metal Ta change the wizard settings, click Back
@2 AD LDS (ADAM)
< Back Mext > Cancel Help
< >« >

NextZZERLET,
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& File

Action

@ Cuuest Recovery Manager for Active Directory

View Window Help

e 2R XE HD 28806

> E‘& Replication
&E Backup Agents
» @ Storage
1y Hybrid Recovery
v ) Computer Collections

> @ Active Directory
v @ Sessions

i) New Computer Collection

£ 8/19/2022 1:09:34 AM -
£ 8/19/2022 1:14:09 AM -
£ 8/19/2022 1:34:27 AM -
£ 8/19/2022 1:36:30 AM -
{5 8/23/2022 6:47:05 AM -

{5 8/23/2022 6:51:33 AM -
~ @ Backups

@ Active Directory

@ Bare Metal

@2 AD LDS (ADAM)
L4

% Recovery Manager for Active Director

Mew C
Mew C
Mew C
Mew C
Mew C
Mew C

DC
&£ 0-00
£20-00

Online Restore Wizard

Operation Opticn

You can analyze comparison reports and proceed to restore

Select this check box to proceed with restore. On the next step, the wizard will allow

you to specify objects to be restored.

[~ Proceed to restore

To view comparison report, click View Report.

View Report...

Next > Cancel

Help

Age
0 hour(s)
0 hour(s)

Collection
Mew Co...

Mew Co...

05 Version  Source Con
Windows...
Windows...

View Report%:&RLEJ,
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il Recovery Manager for Active Directory Reports Viewer - o x
Reportdetalization: | Show atirbutes and chid objects /|  Oblect DN ]
Object class: Ay ~| Obiect change: Any -
Atibute class: Ay | Atibute changs: Any <] | [View Report
Child object class Ay ~|  Chid object state Any -
Modfied by 1

1 of 1 b b | & @ | B0 HE- | o0 - Find | Next
Number of processed objects: 1 S
Operation status: Completed successfully

This report provides information about:  Added, deleted, and modified objects.
Added, deleted, and modified attributes.

Number of objects by type of change

Expandall | Collapse all

i s $ Typeof : i :
Object DN Object class change Modified by
B CN=Testuser01,0U=UserOU,DC=source001d,DC=co  User Modified

m

Atributzname 3 Typeof 2 Oldvalue 2 New value i Modfiedby 2

change
Office Location Modified L dEHEiE

v

COLR—FTE, BEDA TV FEHENV I T ITOA Tz FEHZREBRTEET, XTYVE—XLET,
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@' Cuest Recovery Manager for Active Directory — [m} X
& File Action View Window Help -8 x
e nE X2 BE 204888
% Recovery Manager for Active Director|| pc Online Restore Wizard — x Age Collection  0S Version  Source Con

y E‘& Replication ~

Dore] O ot st o e

. & Storage ‘ou can analyze comparison reports and proceed to restore.

1 Hybrid Recovery
v S Computer Collections Select this check box to proceed with restore. On the next step, the wizard will allow
2% New Computer Collection you to specify objects to be restored.
> Active Directo
@ ¥ [V Proceed to restore
v @ Sessions
£ 8/19/2022 1:09:34 AM - New C
% 8/18/2022 1:14:08 AM - New C
% 8/18/2022 1:34:27 AM - New C
% 8/19/20221:36:30 AM - New C To view comparison report, click View Report
% 8/23/2022 6:47:05 AM - New C
% 8/23/2022 6:51:33 AM - New C
v @ Backups [RewEEpa |
@% Active Directory
@ Bare Metal
@2 AD LDS (ADAM)
< Back Mext = Cancel Help
< IR >

Proceed to restore 32 1~, NextZ:EIRLET,
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@ Quest Recovery Manager for Active Directory
% File Action View Window Help

IXE BHE %8286

% Recovery Manager for Active Director
> E‘;’g Replication
E.E' Backup Agents
> @ Storage
€t Hybrid Recovery
v S Computer Collections
|3 Mew Computer Collection
> & Active Directory
v @ Sessions
£ 8/19/2022 1:09:34 AM - New C
% 8/19/2022 1:1409 AM - New C
%% 8/19/2022 1:34:27 AM - New C
) 8/19/2022 1:36:30 AM - New C
% 8/23/2022 6:47:05 AM - New C
% 8/23/2022 £:51:33 AM - New C
v @ Backups
(@ Active Directory
@ Bare Metal
@ AD LDS (ADAM)

DC

o Q-00)
£ -0

Online Restore Wizard

Objects to Be Restored

‘You can select objects to be restored. The list only includes objects whose state in
AD differs from that in backup.

Objects:

IShow deleted and changed objects

Properties... |

SeectAl | Clearm |

< Back

MNeat = Cancel |

Help

Age
0 hour(s)
0 hour(s)

Collection

New Co...
New Co..

05 Version

Windows...
Windows...

Source Con

NextZZERLET,
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% File Action
@97

% Quest Recovery Manager for Active Directory
View Window Help

Xz HElvsdaA8

@v Recovery Manager for Active Director
> E‘& Replication
&E Backup Agents
> @ Storage
€t Hybrid Recovery
v |j Computer Collections
[ New Computer Collection
> @ Active Directory
~ P Sessions
£5) 8/19/2022 1:08:34 AM - New C
£ 8/19/2022 1:14:09 AM - New C
{5 8/19/2022 1:34:27 AM - New C
£ 8/19/2022 1:36:30 AM - New C
{5 8/23/2022 6:47:05 AM - New C
£ 8/23/2022 6:51:33 AM - New C
~ @ Backups
@3 Active Directory
@ Bare Metal
@2 AD LDS (ADAM)

DC
& a-00
£2aq-00

Online Restore Wizard

‘Where to Restore Deleted Objects

Specify a container where to restore deleted objects

* Restore deleted obiects to their original containers (default)

" Specify a destination container for restoration of deleted objects

Active Directory container where to restore deleted objects:

Browsze... |

< Back

Cancel Help

Age
0 hour(s)
0 hour(s)

Collection
New Co...
MNew Co...

05 Version
Windows...

Windows...

Seurce Con

NextZZERLET,
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% Quest Recovery Manager for Active Directory

% File Action View Window Help

e 71EXEz BE 258208
@ Recovery Manager for Active Director|| pe Online Restore Wizard — b4 Age Collection
! Replicati
’ E‘a Bepklca :n @Q-Oﬁ Processing Options Ohour(s)  Mew Co...
g Backup Agents L ) .
Q Q-00 Specify whether to process the objects’ child objects, and select the objects Ohour(s)  Mew Co...

> @ Storage
> Hybrid Recovery
v |j Computer Collections
|3 New Computer Collection

attributes to be processed.

Child object: i
» & Active Directory e =
o @ Sessions ~ Process no child objects
ij_ilj 8/19/2022 1:09:34 AM - New C ' Process all child objects
% 8/19/2022 1:14:00 AM - New C " Process child objects of selected types Select Object Types...
{5 8/19/2022 1:34:27 AM - New C
fj_i'g 8/19/2022 1:36:30 AM - New C
Atributedevel p ing

{5 8/23/2022 6:47:05 AM - New C
£, 8/23/2022 6:51:33 AM - New C & Process al attibutes

v @ Backups " Process selected attributes Select Attributes...
@ Active Directory
@ Bare Metal
@2 AD LDS (ADAM)

< Back Next > Cancel | Hep |

05 Version  Source Con

Windows...
Windows...

NextZZERLET,
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@ Cuuest Recovery Manager for Active Directory — O b
<% File Action View Window Help -8 %
e nEXER2 B 2%8888
/> Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection OS5 Version Source Con
a i
> B Replication &Q-Oﬁ Additional - Ohour(s) Mew Co.. Windows...
gk} Backup Agents £0-00 SI ’ O‘ﬁ:nml ting and intearati ; Ohour(s) New Co..  Windows.
5 @ Storage pecify additional reporting and integration options.
1y Hybrid Recovery
w [S Computer Collections ¥ Generate report

=) .New.Computer Collection [V Report changed objects only
> & Active Directory

v @ Sessions [¥ Report changed attributes only

{3} 8/19/2022 1:09:34 AM - New C Change Audior (CA)
i3 8/19/2022 1:14:09 AM - New C
{7 8/19/2022 1:34:27 AM - New C

™ Include Change Auditor "Who" data in reports

%3_;33 8/19/2022 1:36:30 AM - New C ™ Include subsequent changes from CA on deleted objects

fj_;é'g 8/23/2022 6:47:05 AM - MNew C Database:

fj_;é'g 8/23/2022 6:51:33 AM - New C I LI
v @ Backups

@ R Account used to access CA database:

) Bare Metal [SOURCEDD1D\mpmadmin Change... |

@2 AD LDS (ADAM)

< Back Next > Cancel | Hep |

NextZZERLET,
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% Cuuest Recovery Manager for Active Directory - O X

@Flle Action  View Window Help

e’ rEXE=z BE %4988
%> Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection  OS Version  Source Con
’ E‘& Replication Q-00| - O hour(s)  New Co. Windows
EE Backup Agents & Operation Start ]
G@ Q-00) The wizard is ready to start the operation. You can review the settings you have Ohour(s)  Mew Co.. Windows...
> % Storage speciied.

> Hybrid Recovery
v [ Computer Collections

Backup: C:ProgramData“CQuestRecovery Manager for Active DirectoryBackups'Q-0020 ~

|23 New Computer Collection Created: 8/23/2022a 6:52:05 AM
5 & Active Directory Target DC: Q-0020 source001d.com
v @ Sessions Processing Options:

% 8/19/2022 1:09:34 AM - New C Agentless access to domain controller

Process all child objects

% 8/18/2022 1:14:09 AM - New C Process all attibutes

% 8/19/2022 1:34:27 AM - New C

e . Reporting Options:
% 8/19/2022 1:36:30 AM - New C Log information only about changed objects: Yes
% 8/23/2022 6:47:05 AM - New C
% 8/23/2022 £:51:33 AM - New C Process the following Active Directory objects:
v @ Backups v

@ CELETEE To start the operation, click MNext.
@ Bare Metal To change the wizard settings, click Back.
@2 AD LDS (ADAM)

< Back MNext > Cancel Help

NextZZERLET,
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@ Cuest Recovery Manager for Active Directory

&% File Action View Window Help

e FE XEz HE 24886
% Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection
a i
» B Replication -0, ! Ohour(s)  New Co...
E‘.E' Backup Agents Operation Progress
£aq-m Wait while the wizard performs the operation. When the operation is leted, Ohour(s)  New Co...
» @ Storage click Mext.
> Hybrid Recovery —
v |j Computer Collections Recovery Manager for Active Directory L
|_3 New Computer Collection Tan
» & Active Directory Stal P The Online Restore Wizard has changed some objects on the
v @ Sessions P L & target DC. To propagate the changes to the other DCs, you E
o o may have the wizard force incremental replication. Incremental
% 8/19/2022 1:09:34 AM - New C replication only transfers changes that occurred since the last
%% 8/19/2022 1:14:09 AM - New C replication. If you click Mo, replication will run based on its L
£ 8/19/2022 1:3427 AM - New C o normal schedule.
%3_’?-_'3 8/19/2022 1:36:30 AM - New C Do you want the wizard to force incremental replication now?
g‘.-_'g 8/23/2022 6:47:05 AM - New C
{5 8/23/2022 6:51:33 AM - New C Obj
v @ Backups Red Yes No Help
(@ Active Directory
(@ Bare Metal
@2 AD LDS (ADAM)
< Back Mest > Cancel Help
£ > €

05 Version  Source Con

Windows...
Windows...

YesZEIRLET,
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e 2@ XE=H

@ Cuest Recovery Manager for Active Directory

&% File Action View Window Help

@; Recovery Manager for Active Director
> & Replication
H‘E Backup Agents
> @ Storage
1> Hybrid Recovery
v [3 Computer Collections
|Z@ New Computer Collection
> @ Active Directory
v @ Sessions
£2) 8/19/2022 1:09:34 AM - New C
% B8/19/2022 1:14:05 AM - Mew C
% B8/19/2022 1:34:27 AM - Mew C
£ 8/19/2022 1:36:30 AM - New C
% 8/23/2022 6:47:05 AM - Mew C
% 8/23/2022 6:51:33 AM - New C
v @ Backups
@ Active Directory
@ Bare Metal
@2 AD LDS (ADAM)

- X
- 8 X
DC Online Restore Wizard - Age Collection  OSVersion Source Con
@Q*Oﬁ O tion P Ohour(s) MNew Co.. Windows...
£ -, Wait while the wizard performs the operation. When the operation is leted, Ohour(s)  MNew Co..  Windows...
click Next.
Target: |Q-DDZﬂ.sourceDD1d.com
Status: IThe wizard has restored the objects.
Processing: I
Progress: ]
Objects total: |1 Emors occumed: ID
Restored objects: |1 Export emmors... |
< Back Next > Cancel | Hep
< >

NextZZERLET,

Quest

quest.com | confidential

Where Next Meets Now.



70z FREDYR T

% Cluest Recovery Manager for Active Directory

&% File Action View Window Help

e’ 2R XE HR 508888

% Recovery Manager for Active Director
> E‘;’g Replication
E‘.E' Backup Agents
> % Storage
1 Hybrid Recovery
v [S Computer Collections
@ New Computer Collection
> @ Active Directory
v @ Sessions
£ 8/19/2022 1:09:34 AM - New C
{5 8/19/2022 1:14:08 AM - New C
{5 8/19/2022 1:34:27 AM - New C
f5) 8/19/2022 1:36:30 AM - New C
{5 8/23/2022 6:47:05 AM - New C
{5 8/23/2022 £:51:33 AM - New C
v @ Backups
@% Active Directory
@ Bare Metal
@2 AD LDS (ADAM)

DC

#90-00
£2a-00

Online Restore Wizard

Operation Results

You can view the restore results report created by the wizard.

To view restoration report, click View Report

View Report... |

Nexd = Cancel

Help

Age
0 hour(s)
0 hour(s)

Collection

New Co...
New Co...

(5 Version

Windows...
Windows...

Source Con

View Report%:&RLEJ,
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L' Recovery Manager for Active Directory Reports Viewer - O X
Report detalization: Show attributes and child objects | Object DN I:l
Object class Any | Object change Any v
Atibute class Any | Atibute change: Ay ~ View Report
Child object class Any | Chid object state: Any v
oatody —
{ 1 of 1 b M |« @ | B @ - 0% - Find | Net
Uperation status: Compietea successmully n
This report provides information about:  Added, deleted, and modified objects.
Added, deleted, and modified attributes.
Number of objects by type of change
Replication history
Expandall | Collapse all
" : ; + Typeof : ’ B
Object DN Object class change Modified by
B CN=Testuser01, OU=User0U, DC=sourced01d,DC=co _User Restored
m
Attrbutename = Typeof 2 Old value 2 New value : Modfiedby =
change
Office Location Modified dbiEE R
v

DANTEROATOz) FOEERMZHETEES . XTYPO—XLFET,
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€2 Quest Recovery Manager for Active Director, — ] >
<% File Action View Window Help -8 x
e rE XK= B 954886
> Recovery Manager for Active Director|| pc Online Restore Wizard - X Age Collection 0S5 Version  Source Con
a -
> B Replication ##Q-00 ion Result Ohour(s)  MNew Co..  Windows...
E‘.E Backup Agents Operation s .
g@Q-OO You can view the restore results report created by the wizard. Ohour(s)  MNew Co..  Windows...
» dfy Storage
> Hybrid Recovery
v (J Computer Collections
|23 Mew Computer Collection
» @ Active Directory
v @ Sessions
) 8/19/2022 1:09:34 AM - New C
i) 8/19/2022 1:14:09 AM - New C
i3} 8/19/2022 1:34:27 AM - New C
% 8/19/20221:36:30 AM - New C To view restoration report, click View Report.
{5} 8/23/2022 6:47:05 AM - New C
{5 8/23/2022 6:51:33 AM - New C
v £ Backups View Report... |
(@ Active Directory
@ Bare Metal
&2 AD LDS (ADAM)
< Back Mext > Cancel Help
£ > € >

NextZZERLET,
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@v Quest Recovery Manager for Active Directory
&% File Action View Window Help

e XE: HE D%a 888

@ Recovery Manager for Active Director|| pc
» E‘S; Replication
&E Backup Agents
> Storage
€t Hybrid Recovery
v 5 Computer Collections
23 Mew Computer Collection
» @ Active Directory
v @ Sessions
£ 8/19/2022 1:09:34 AM - New C
% 8/19/2022 1:14:08 AM - New C
£ 8/19/2022 1:34:27 AM - New C
£ 8/19/2022 1:36:30 AM - New C
£ 8/23/2022 6:47:05 AM - New C
£ 8/23/2022 6:51:33 AM - New C
~ @ Backups
@ Active Directory
@ Bare Metal
&2 ADLDS (ADAM)

Online Restore Wizard

Completing the Online Restore
Wizard

You have completed the Online Restore Wizard.

To restore or compare further objects, click Back.
To close the wizard, click Finish

< Back I Finish I Cancel Help

Age
0 hour(s)
0 heour(s)

Collection
MNew Co...

Mew Co...

(05 Version  Source Con
Windows...

Windows...
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