QUEST
SOFTWARE®

Designing a Scalable,
High-Performance Protection
Architecture for Large-Scale
Virtual Deployments

Quest’s Distributed Virtual Appliance Strategy for Backup,
Replication and Recovery on ESXi Server Platforms

Written by

Kelly Polanski,

Product Marketing Consultant,
Virtualization Management Group

Jason Mattox,

Chief Technical Officer,
Virtualization Management Group,
Quest Software

TECHNICAL BRIEF



Contents

EXECULIVE SUMIMAIY ...ttt oottt e e oottt te e e et ettt e e e e e aae et eea e e e ntseee e e e nteeeaaeeaanneeeeaeeaannseaaeaaannbeneaeeaansnneas
The Quest Virtual Appliance (VA) ArChItECIUIE .........uiii ittt e e rne e
STt LY 1) £ TP O PSSO P TP P PU PP PPRPTI
Why This Is Simply Better Than AREINAtiVES .........cooiiiiiiiiet ettt e e

Key Elements of the New Virtual Appliance ArchiteCIUre...........ooo i



Executive Summary

VMware vSphere 4.1 is designed for best practice use on ESXi platforms, as a better alternative to ESX systems
currently in place. Most image-based data protection software, including vRanger Pro and vReplicator, are designed
to leverage the ESX service console, which is not present in ESXi systems.

Quest’s Virtualization Management Group (formerly Vizioncore) implemented support for ESXi platforms in vRanger
Pro 4.x. The resulting differences in operation of backup and recovery, are detailed in on the
vCommunity site. However, for better scalability and performance on ESXi platforms, Quest’s Virtualization
Management Group (VMG) is in the process of implementing a virtual appliance (VA) architecture. This breakthrough
architecture will retain the advantages of central management while adding distributing processing and data
movement to the Quest Data Protection Platform (DPP). It ensures scalability, performance and manageability for
data protection of ESXi platforms.

This document explains the VA architecture and its advantages over alternative approaches.


http://vcommunity.vizioncore.com/dataprotection/vrangerpro/b/backup20/archive/2010/08/02/how-a-poorly-designed-architecture-for-esxi-will-undermine-replication.aspx

The Quest Virtual Appliance (VA)
Architecture

When working with ESX platforms, vRanger Pro and vReplicator inject a binary at run time onto the ESX server. This
binary performs the backup or replication job and moves images directly from the ESX server to a storage device on
the network. This design has many advantages, including:

e Low maintenance — There is no need to deploy or maintain an agent of any type on the VMware system.

e Distributed processing — Images do not need to move through the vRanger Pro or vReplicator server, which
keeps that server small and distributes processing of data movement naturally into the environment.

To reproduce these key advantages for ESXi systems, Quest's VMG has designed a distributed VA architecture. This
architecture retains the central vRanger Pro/vReplicator server to ensure manageability, but substitutes new VAs for
job processing and data movement previously performed on ESX servers using the service console. The VA

architecture is illustrated in Figure 1:
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Figure 1: The Quest VMG VA architecture combines the advantages of central management
with distributed processing and data movement.



Benefits

This VA architecture provides these key benefits for image-based virtual data protection, including backup, replication
and recovery:

e Seamless scalability — Additional VAs can easily be deployed into the environment as required.

¢ Manageability — You can manage your environment from a central console, no matter how many VAs are
deployed.

e Low maintenance — The VA architecture preserves the reduced maintenance of an agentless solution
because the VAs can self-update to new versions as available.

e Distributed processing — The VA architecture preserves the Direct-to-Target movement of data; images
are not sent through the vRanger Pro or vReplicator server.

Why This Is Simply Better Than Alternatives

Alternative data protection architectures for ESXi systems require all images to be moved through a single, central
server. To scale this requires deployment of additional central servers—each of which must be individually
provisioned, managed, and maintained. This approach is impractical for larger environments with four or more ESXi
hosts running 30 or more VMs. The problems with this single-server architecture are detailed in a

on the vCommunity site.

In environments with 30 or more VMs, a distributed VA architecture is essential to ensuring efficient administration,
low infrastructure costs, and fast backup and replication.


http://vcommunity.vizioncore.com/dataprotection/vrangerpro/b/backup20/archive/2010/08/02/how-a-poorly-designed-architecture-for-esxi-will-undermine-replication.aspx

Key Elements of the New Virtual Appliance Architecture

Profile The virtual appliance is Quest VMG’s own version of Linux, built to optimize backup and replication
performance. This appliance was built to handle the I/O-intense operations needed for the best data
processing and transmission without the service console.

Deployment The process of deployment to the host will be handled by the Quest DPP platform. Since the hosts

are already pre-configured in DPP, you will be able to pick the host or hosts to which the VA should
be deployed.

The VA assignment process can handle one-to-many or one-to-one relationships:

e The one-to-many relationship works with many ESXi hosts assigned to a single VA on
shared storage. This configuration can reduce the amount of management overhead, but
can impair your ability to scale outward.

e The one-to-one relationship assigns one ESXi host to a single VA. This configuration can
add some management overhead, but expands your ability to scale outward for backup or
replication.

VA management

Before the VA is deployed to a host, you will be able to configure the following items for the VA from
the vRanger Pro user interface:

IP addressing, static or DHCP

Host name

Root password

Non-root user password

Quantity of virtual CPUs

Which virtual or distributed network to attach
Which datastore to deploy

Binary injection

The virtual appliance will not hold any of the Quest virtualization technology engines or runtime
code; this code will be injected at VA deployment time. At run time of a backup or replication job, the
version of the engine is checked; if it is out of date, the platform will inject new versions of the
engines. Therefore, the VA infrastructure does not have to be redeployed if an update is made to
the platform or engine, which significantly reduces management overhead for the VA infrastructure.

ESX and ESXi
replication process

The Quest DPP platform will use the vStorage APl “Hot-Add” function on the source to read the
data. However, if the host running the VA does not have direct access to the storage where the
source VMs is running the then the engine will failback to vStorage API network for the LAN to
capture data. When it comes to data transmission the vRanger transmission the platform has its
own transmission protocol designed for WAN links. During the streaming process over the WAN link
the vRanger platform will use the vStorage API “Hot-Add” function to write the data to the target
ESX(i) host. This allows the data to be encrypted and compressed for security and bandwidth
savings.

ESX and ESXi
backup process

The Quest DPP platform will use the vStorage API “Hot-Add” function on the source to read the
data. However, if the host running, the VA will not have direct access to the storage where the
source VM is running, and the engine will failback to the vStorage APl network for the LAN to
capture data. To write the resulting data to the target storage, DPP will use the protocol selected by
the user (SFTP, CIFS, NFS, or FTP).




© 2010 Quest Software, Inc.
ALL RIGHTS RESERVED.

This document contains proprietary information protected by copyright. No part of this document may be reproduced
or transmitted in any form or by any means, electronic or mechanical, including photocopying and recording, for any
purpose without the written permission of Quest Software, Inc. (“Quest”).

The information in this document is provided in connection with Quest products. No license, express or implied, by
estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
Quest products. EXCEPT AS SET FORTH IN QUEST'S TERMS AND CONDITIONS AS SPECIFIED IN THE
LICENSE AGREEMENT FOR THIS PRODUCT, QUEST ASSUMES NO LIABILITY WHATSOEVER AND
DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST BE LIABLE FOR ANY
DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF
INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF QUEST HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest makes no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes to
specifications and product descriptions at any time without notice. Quest does not make any commitment to update
the information contained in this document.

If you have any questions regarding your potential use of this material, contact:

Quest Software, Inc.
Attn: Legal Department
5 Polaris Way

Aliso Viejo, CA 92656
www.quest.com

email: legal@quest.com

Refer to our Web site for regional and international office information.

Trademarks

Quest, Quest Software, the Quest Software logo, AccessManager, ActiveRoles, Aelita, Akonix, AppAssure,
Benchmark Factory, Big Brother, BridgeAccess, BridgeAutoEscalate, BridgeSearch, BridgeTrak, BusinesslInsight,
ChangeAuditor, ChangeManager, Defender, DeployDirector, Desktop Authority, DirectoryAnalyzer,
DirectoryTroubleshooter, DS Analyzer, DS Expert, Foglight, GPOADmin, Help Desk Authority, Imceda,
IntelliProfile, InTrust, Invirtus, iToken, I/Watch, JClass, Jint, JProbe, LeccoTech, LiteSpeed, LiveReorg, LogADmin,
MessageStats, Monosphere, MultSess, NBSpool, NetBase, NetControl, Npulse, NetPro, PassGo, PerformaSure,
Point,Click,Done!, PowerGUI, Quest Central, Quest vToolkit, Quest vWorkSpace, ReportADmin, RestoreADmin,
ScriptLogic, Security Lifecycle Map, SelfServiceADmin, SharePlex, Sitraka, SmartAlarm, Spotlight, SQL Navigator,
SQL Watch, SQLab, Stat, StealthCollect, Storage Horizon, Tag and Follow, Toad, T.O.A.D., Toad World,
vAutomator, vControl, vConverter, vFoglight, vOptimizer, vRanger, Vintela, Virtual DBA, VizionCore, Vizioncore
vAutomation Suite, Vizioncore vBackup, Vizioncore vEssentials, Vizioncore vMigrator, Vizioncore vReplicator,
WebDefender, Webthority, Xaffire, and XRT are trademarks and registered trademarks of Quest Software, Inc in
the United States of America and other countries. Other trademarks and registered trademarks used in this guide
are property of their respective owners.



TECHNICAL BRIEF

About Quest Software, Inc.

Quest simplifies and reduces the cost of managing IT for more than 100,000 customers
worldwide. Our innovative solutions make solving the toughest IT management problems
easier, enabling customers to save time and money across physical, virtual and cloud

environments. For more information about Quest go to www.quest.com.

Contacting Quest Software
PHONE  800.306.9329 (United States and Canada)

If you are located outside North America, you can find your

local office information on our Web site.
E-MAIL  sales@quest.com

MAIL Quest Software, Inc.
World Headquarters
5 Polaris Way
Aliso Viejo, CA 92656
USA

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest product or who

have purchased a commercial version and have a valid maintenance contract.

Quest Support provides around-the-clock coverage with SupportlLink, our Web self-service.
Visit SupportLink at https://support.quest.com.
SupportlLink gives users of Quest Software products the ability to:

- Search Quest’s online Knowledgebase

- Download the latest releases, documentation, and patches for Quest products

+ Log support cases

- Manage existing support cases

View the Global Support Guide for a detailed explanation of support programs, online services,

contact information, and policies and procedures.
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