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Benefits

•	 Implement Standards & Practices 

•	 Achieve data integrity and availability

•	 Ensure business continuity

•	 Protect against cyber threats

•	 Gain critical incident support

•	 Reduce downtime, business disruption 
and the financial impact they impose  

Service Highlights

•	 Baseline design deployment/  
validation of recovery platform

•	 Monthly recovery health check 

•	 Disaster Recovery Incident Support

•	 Disaster recovery simulations

•	 Table top exercise

Active Directory (AD) and Entra ID are critical components 
of most organizations’ IT infrastructure, serving as the 
central repositories for user accounts, computer information 
and security policies. Due to its central role, AD and Entra 
ID are attractive targets for malicious actors looking to 
compromise an organization’s systems. 

No matter the size of your organization, having an Active 
Directory and Entra ID business continuity and recovery 
plan is crucial. Quest Guardian Managed Recovery is a 
managed service that gives you confidence that your 
directory environment will stay protected and can be 
recovered quickly and efficiently during a critical incident or 
otherwise. With 25+ years of experience in Active Directory 
recovery, the Quest services team works with clients across 
all industries to ensure business continuity. 

Quest Guardian Managed Recovery first focuses on 
implementing a baseline design architecture of Quest 
Recovery Manager for Active Directory Disaster Recovery 
Edition (RMAD DRE) and Quest Identity Security that 
satisfies your business continuity plans and incorporates 
Quest expertise and industry best practices.

Once the Quest recovery solution has been deployed, 
implemented and functionality validated, Quest will 
perform monthly maintenance reviews to ensure that 
you maintain the ability to effectively respond to critical 
incidents. Quest Guardian Managed Recovery is also 
available as a fully managed service that partners can 
white-label and deliver under their own brand, extending 
Quest’s recovery expertise through the partner ecosystem.

DATA SHEET 

Quest Guardian  
Managed Recovery  
Service
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About Quest Software
Quest Software creates technology and solutions 
that build the foundation for enterprise AI. 
Focused on data management and governance, 
cybersecurity and platform modernization, Quest 
helps organizations address their most pressing 
challenges and make the promise of AI a reality. 
Around the globe, more than 45,000 companies 
including over 90% of the Fortune 500 count  
on Quest Software. For more information, visit  
www.quest.com or follow Quest Software on  
X (formerly Twitter) and LinkedIn.
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Explore our solutions  →

In addition to monthly health checks, Quest leads 
two separate disaster recovery simulations and 
one tabletop exercise per year. These simulations 
are designed to prepare your team for a potential 
incident and maintain an up-to-date recovery 
response plan to minimize downtime and improve 
resilience. 

During the subscription period, should you 
experience a qualified critical incident, Quest will 
assist and guide you through your Active Directory 
Forest restoration response effort.

Disaster Recovery Simulations
Comprehensive Active Directory and Entra 
ID continuity planning and recovery strategy 
development is a primary focus. Quest works 
with clients to implement measures that minimize 
downtime, data loss, and business impact. Disaster 
recovery simulations two times a year ensure client 
readiness for numerous outage scenarios.

Documentation & Reporting
Quest performs thorough onboarding and validation 
of the recovery platform, providing clients with full 
configuration documentation. Monthly health checks 
performed by Quest professionals include review of 
things like AD scope, backup health, and recovery 
settings, and provide a summary of all findings and 
changes for client awareness. Tabletop exercises 
and disaster recovery simulations include checklists 
for recovery plans and after-action reports for client 
reference. 

Tabletop Exercise
Once during the yearly subscription period, a 
tabletop exercise will be led by Quest. With full-
team inclusion on the client side, true readiness can 
be achieved by surfacing process, communication 
and cultural issues. Clients have the opportunity 
to validate their recoverability, coordinate 
stakeholders, and make critical process decisions 
ahead of a high-pressure incident. The result is 
better governance, repeatability, and improved 
readiness. 

Hybrid Identity Coverage
Protection extends beyond on-premises Active 
Directory. The subscription covers Identity Recovery 
for Entra ID, so hybrid and cloud-only identities are 
protected under one plan with SaaS backup and 
recovery for on-prem AD and Entra ID from one 
cloud platform with immutable storage. When on-
premises infrastructure is compromised, browser-
based recovery minimizes recovery delays.

Critcial Incident Response
Quest Guardian Managed Recovery is a true 
partnership designed to make the restoration 
experience the best it can be. With accelerated 
response times and the most experienced support 
staff in the world, Quest works closely with clients 
to determine the order of restoration activities 
necessary and provide additional guidance as 
needed through the recovery process. 

Proven Results 
Benefit from expertise and recovery leadership that 
delivers incident guidance, minimizes disruption to 
end users and prevents data loss.
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