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                    Recovery Manager for Active Directory

                    Backing up Active Directory and restoring down to object and attribute levels is a lot easier when you have the right Active Directory backup tools. Quest® Recovery Manager for Active Directory is like an insurance plan for your AD environment. It not only enables you to back up Active Directory (AD) at the object and attribute level, but also helps you pinpoint changes to your AD environment at the same granular level. Know what happened, who is impacted and what to roll back. Quickly compare a backup to pinpoint differences at the object level and instantly recover.
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                                Microsoft Active Directory Backup and Recovery - Five Times Faster!

                                IT analyst ESG validates how Quest Recovery Manager is more than 5x faster than native restore.
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Mistakes happen. Your AD environment can be damaged when an administrator accidentally deletes something or makes a mass update that goes wrong. This can negatively impact your productivity for hours or even days, and as a result, cost your company revenue and its reputation. When this happens, you need a disaster recovery plan and Active Directory backup tools to restore your AD environment and get your AD back up and running quickly. Recovery Manager for Active Directory helps you do exactly that, all while reducing recovery time and costs to reduce user impact. 























Key Benefits











Reduce downtime



Restore any object in AD and get affected users back to work quickly without restarting domain controllers.









Accelerate recovery



Quickly pinpoint deleted or changed objects or attributes.









Granular restore



Restore only the required attributes without restarting domain controllers with Active Directory backup tools that give you deep restore flexibility.





























55%

Of data breaches caused by insiders




95M

AD accounts under attack daily




14sec

Another ransomware attack occurs























    
        
    



    Comprehensive recovery

When you have the right Active Directory backup tools, you can restore any object in AD, including users, attributes, organizational units (OUs), computers, subnets, sites, configurations and Group Policy Objects (GPOs). Recovery Manager not only helps you back up Active Directory faster, but also significantly reduces downtime so you can get affected users back to work quickly without restarting domain controllers. You’ll be able to eliminate downtime as well as negative impact on network users.








    
        
    



    Hybrid AD and Azure AD recovery

Whether you’re running a hybrid AD environment with Azure AD Connect, or have cloud-only objects or attributes that aren’t synchronized, it’s critical for security and compliance purposes that you have Active Directory backup tools to ensure the availability, integrity and recovery of both on-premises AD as well as Azure AD. Quest On Demand Recovery provides a single recovery dashboard to differentiate hybrid and cloud-only objects, run difference reports between production and real-time backups, and restore all changes, whether on premises or in Azure AD.










    
        
    



    Integration with IT Security Search

Use IT Security Search to discover which AD objects have changed, including before and after values, and restore them to a previous state with a few clicks.








    
        
    



    Comparison reporting

Highlight changes made since the last Active Directory backup by comparing the online state of AD with its backup or by comparing multiple backups. Accelerate recovery by quickly pinpointing deleted or changed objects or attributes. And with Change Auditor you can easily identify who made the changes.










    
        
    



    Recovery console fault tolerance

Share persistent configuration data between several instances of your recovery consoles so that you can quickly resume the last restore operation in case it was unexpectedly interrupted.








    
        
    



    Recovery roadmap

Generate a detailed recovery process report. This overview of every recovery stage and operation allows you to gain a better understanding and more control of every aspect of Active Directory backup and recovery.










    
        
    



    Delegated recovery

Assign restore tasks to specific users to cut down on recovery timelines and senior-level resource requirements.



























Amway


We have peace of mind, knowing that our global data is protected and safe with Recovery Manager for Active Directory, even though we haven’t had to use it for a while.

Marc Denman
Senior Systems Support Specialist, Amway

Read Case Study
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Intuitive interface

Delegated restores

Restore any AD object

Attribute change rollback

Comparison reporting

PowerShell support
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Intuitive interface

Back up Active Directory and recover from inadvertent changes to AD data using an intuitive interface.
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Delegated restores

Assign AD object restore tasks at the domain or container level.
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Restore any AD object

Easily restore any object in AD without restarting your DCs with one of the most powerful Active Directory backup tools available.
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Attribute change rollback

Unlike system-provided Active Directory backup tools, Recover Manager allows you to restore attributes without having to restore the entire AD account.
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Comparison reporting

Highlight individual attributes that have been changed or deleted.
























[image: PowerShell support with Active Directory backup tools]



PowerShell support

PowerShell enables flexible scripting for easy integration.























Specifications

Hardware and Software
							Requirements
						
					

	Before installing Recovery Manager for Active Directory, ensure that
									your system meets the following minimum hardware and software
									requirements.
								
NOTE
	Recovery Manager for Active Directory supports only IPv4 or
												mixed IPv4/IPv6 networks.
											
	Recovery Manager for Active Directory Forest Edition can backup
												and restore domain controllers that are running on virtual machines
												in Amazon Web Services (AWS) or Microsoft Azure. Note that such
												domain controllers cannot be restored with the Bare Metal Active
												Directory Recovery method because there is no way to boot them from
												an ISO image.
											





	Processor
	Minimum: 2.0 GHz
Recommended: 2.0 GHz or faster


	

CPU Cores
	Minimum: 2 CPU cores
Recommended: 4 CPU cores
								


	

Memory
	Minimum: 4 GB
Recommended: 8 GB
These figures apply only if the Active Directory domains managed by
									Recovery Manager for Active Directory include 1 million objects or
									less. Increase RAM size by 512 MB for every additional 1 million
									objects.
								


	Hard Disk Space
	Full installation including the prerequisite software: 2.7 GB of
										free disk space
									
In case all the prerequisite software is already installed: 260 MB
										of free disk space
									
NOTE Additional storage space is required for a
										backup repository, at least the size of the backed-up Active
										Directory
										database file (Ntds.dit) and the SYSVOL folder plus 40MB for the
										transaction log files.
									


	Operating System
		Machine that hosts the Recovery Manager for Active Directory
													console must have same or higher version of Windows operating
													system than the processed domain controllers. Otherwise, the
													online
													compare and object search in a backup during the online restore
													operation may fail.
												
	32-bit operating systems are not supported.



Installation
	Microsoft Windows Server® 2022, 2019, and 2016
	Microsoft Windows 11, 10 x64, 8.1 x64



Targets for backup, restore, or compare operations
	Microsoft Windows Server® 2022, 2019, and 2016 (including
													Server Core installation
												





	Microsoft .NET Framework
	Microsoft .NET Framework version 4.8 or higher is needed on the
										console system.


NOTE: Microsoft .NET 4.8 is not required to be
									installed on the systems where the Forest Recovery and Backup agents
									are to be installed. The Secure Storage Agent does use .NET and it is
									recommended to install 4.8 on the Secure Storage system, but the agent
									will work with older versions.
								
	Microsoft SQL Server and its components
	Microsoft SQL Server versions
Microsoft SQL Server® is required for the following Recovery
											Manager for Active Directory features: Comparison Reporting and
											Forest Recovery Persistence.
										
Supported SQL Server versions:
	Microsoft SQL Server® 2022, 2019, 2017, 2016, and 2014
														(Enterprise, Business Intelligence, Standard, Express, Web, or
														Developer Edition)
													





Microsoft SQL Server components
Microsoft System CLR Types for SQL Server® 2014
If this component is not installed, it will be installed
										automatically by the RMAD setup.
									
Microsoft SQL Server Reporting Services
To display reports, Recovery Manager for Active Directory can
										integrate with Microsoft SQL Server® Reporting Services (SRSS)
										2016, 2017, 2019, and 2022.
									
	Microsoft Windows PowerShell
	Microsoft Windows PowerShell version 5.0 or later


	Integration with Change Auditor for Active Directory
	Supported versions of Change Auditor for Active Directory: from
											6.x
											to 7.x.
										
If any prerequisite software is not installed, the Setup program
											automatically installs it for you before installing Recovery Manager
											for Active Directory. If the prerequisite software to be installed
											is
											not included in this release package, it is automatically
											downloaded.
										
Continuous recovery: From version 10.0.1, Recovery Manager for
											Active Directory together with Change Auditor can restore the
											deleted
											object(s) and continuously restores the last change (if any) that
											was
											made to the object attributes after creating the backup, using the
											data from the Сhange Auditor database.
										


	Antivirus software that is supported for backup antimalware
										checks
									
	The anti-virus checks are performed on the Forest Recovery Console
											machine running Windows Server 2016 or higher by means of antivirus
											software installed on the machine.
										
	Microsoft Defender
	Symantec Endpoint Protection 14.x
	Broadcom Endpoint Security (former name: Symantec Endpoint
														Protection 15)
													





	Supported server management systems
		Integrated Dell Remote Access Controller (iDRAC) 8 and 9
	HP ProLiant iLO Management Engine (iLO) 3, 4 and 5
	VMware vCenter/ESX Server 6.0, 6.5, 6.7 and 7.0
	Microsoft Hyper-V Server 2012 or higher








Forest Recovery Agent Requirements
						
					

	Memory
	1 GB (2 GB recommended)


	Hard disk space
	2 GB or more


	Operating System
	One of the following operating systems:
	Microsoft Windows Server® 2022, 2019, and 2016 (including
												Server Core installation)





	 





Secondary Storage Requirements
						
					

	

Secure Storage Server
	

	Processor
	Minimum: 2.0 GHz
Recommended: 2.0 GHz or faster


	

CPU Cores
	Minimum: 2 CPU cores
Recommended: 4 CPU cores
									


	

Memory
	Minimum: 4 GB
Recommended: 8 GB
									

		Operating system: Microsoft Windows 2016 or higher
	A stand-alone server to be used as your Secure Storage server.
													This server should be a workgroup server and not joined to an
													Active Directory domain.
												
	An account that will be used to deploy the Storage Agent on
													the
													Secure Storage server. This account must also be a local
													Administrator on the Secure Storage server.
												
	Physical access to the Secure Storage server. Once the server
													is
													hardened access with regular methods will be disabled.
												
	Sufficient storage space on the Secure Storage server for all
													backup files. For one backup file, the space required is at least
													the size of the backed-up Active Directory database file
													(Ntds.dit)
													and the SYSVOL folder plus 40MB for the transaction log files.
												





	Cloud Storage
		Internet access available on the Recovery Manager for Active
													Directory console. A standard outbound HTTPS port 443 is used to
													upload data to Azure Blob and Amazon Web Services S3 Storage.
												
	Azure and Amazon Web Services subscription(s) to create and
													manage Azure and Amazon Web Services S3 Storage accounts and
													containers.
												
	A method of creating and managing Azure and Amazon S3 Storage
													accounts, containers, and policies for the storage account
													(lifecycle, immutability and replication policies).
												








Password and SIDHistory
							Recoverability Tool
						
					

You can only use the Password and SIDHistory Recoverability Tool if
							Microsoft's Active Directory Recycle Bin is not enabled in your
							environment.
						



Upgrade and compatibility
						
					

Recovery Manager for Active Directory Disaster Recovery Edition is
							upgradeable
							from version 10.0 or later.
						






















FAQs - Active Directory Backup and Recovery






How to restore Active Directory objects from the Active Directory Recycle Bin?






Window Server 2008 R2 included a particularly welcome enhancement, AD Recycle Bin restore, which enables restore of some recently deleted Active Directory objects. To facilitate object recovery in cloud-based environments, Microsoft provides the Azure AD Recycle Bin, which offers similar but not identical functionality to its on-premises sibling. 
The Active Directory and Azure AD Recycle Bins are extremely valuable in certain situations. If an AD object, such as a user account, has been mistakenly deleted, for instance, you might be able to restore the object from the AD or Azure AD Recycle Bin. However, the Microsoft Recycle Bin is not, and was never intended to replace Active Directory backup tools. Check out this Active Directory and Azure AD Recycle Bin FAQ and feature comparison to learn exactly what each can do and explore the key limitations.
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Datasheet
Recovery Manager for Active Directory Disaster Recovery Edition

Complete AD disaster recovery at the object, directory and OS level across the entire forest











White Paper
Be Prepared for Ransomware Attacks with Active Directory Disaster Recovery Planning

Reduce your organization’s risk with an effective Active Directory recovery strategy.











White Paper
Lessons learned from a recent ransomware recovery 

Discover how a global manufacturing organization recovered AD quickly from a ransomware attack with Quest solutions.











On Demand Webcast
Colonial Pipeline Ransomware and MITRE ATT&CK Tactic TA0040

Ransomware attacks are exploiting Active Directory. This security-expert-led webcast explores a 3-prong defense against them.











White Paper
How Active Directory Recovery Strengthens Cyber Resilience

Active Directory (AD) is a primary mechanism for authenticating users and accessing data. This report reveals how to strengthen...











Case Study
Energy Company is Back to Work Within an Hour

An IT staff member at a large U.S.energy company accidentally set an invalid bitmap on an IPv6 subnet definition. That simple m...











Case Study
Energy giant ensures seamless business continuity

A multinational oil and petrochemical producer enjoys quick and reliable Active Directory recovery, thanks to Recovery Manager ...











E-book
The State of Hybrid Active Directory Cyber Resilience

How do organizations today handle AD cybersecurity and where do they struggle most? To answer this, the State of Hybrid AD Cybe...
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Get Started Now


Download Free Trial
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Related Products
















Security Guardian

Reduce hybrid AD attack surface, monitor for exposures and protect critical objects from misconfiguration.


View Product















Recovery Manager for Active Directory Disaster Recovery Edition

Complete AD disaster recovery at the object, directory and OS level across the entire forest


View Product















On Demand Recovery

SaaS solution for fast, secure Azure AD and Office 365 backup and recovery.


View Product















SpecterOps BloodHound Enterprise

Identify, quantify and prioritize attack paths so you can secure Active Directory from every angle.


View Product















Change Auditor for Active Directory

Ensure security, compliance and control of AD and Azure AD.


View Product















GPOADmin

Control and simplify Group Policy management.


View Product















Enterprise Reporter for Active Directory

Gain deep visibility into discovery, reporting and project planning on AD and Azure AD


View Product















Active Administrator for Active Directory Health

Ensure the health and availability of AD with troubleshooting and diagnostics tools.


View Product















IT Security Search

Easily correlate disparate IT data into an interactive search engine.


View Product
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Support and Services













Product Support


Self-service tools will help you to install, configure and troubleshoot your product.









Support Offerings


Find the right level of support to accommodate the unique needs of your organization.









Professional Services


Search from a wide range of available service offerings delivered onsite or remote to best suit your needs.
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