Foundation Services:
Recovery Manager
for Active Directory –
Disaster Recovery Edition

Mistakes happen. Corruption happens. Disasters happen.
They’re unpredictable and inevitable. When a disaster like
ransomware or a cyberattack strikes your Active Directory
(AD) and wipes out your DC’s operating system, every second
counts. If you don’t have a plan to quickly recover, an AD disaster can stop your business in its tracks.
Prepare for and recover from an AD disaster with Quest® Recovery Manager for Active Directory Disaster Recovery Edition.
Implement a complete backup and recovery strategy to quickly
recover from any disaster at the object and attribute level, the
directory level and the operating system level across the entire
forest. With Recovery Manager for Active Directory Disaster
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Recovery Edition, you’re in control. It’s like an insurance policy
for your AD that you can’t afford not to have.
FOUNDATION SERVICES
Recovery Manager for Active Directory Disaster Recovery
Edition Foundation Services ensure your AD recovery platform is in place quickly and validates your forest recovery
model. Whether your team lacks the technical expertise, does
not have the manpower or just does not have time to configure, test and deploy your solution, our subject matter experts
help you through this process using our tested implementation methodology. Our team helps you quickly drive your new

solution into production ensuring your
IT team is ready to utilize all the features
like backup schedules and design, forest
and bare metal recovery plans and best
practices, backup storage readiness
and planning.
BENEFITS
• Verified backup and recovery plans
aligned with industry best practices
• Documented recovery plans for domain
controllers, full forest and crisis scenarios

“Quest PSO helped
speed the technology
learning for design and
implementation and
also helped to create a
deployment strategy.”
= Diogo Carlos Catossi, IT Specialist,
ExxonMobil

• Participation in a scheduled recovery
exercise, ensuring full integration
with other disaster recovery and
business continuity plans

HOW IT WORKS
Based on a collaborative planning
session, Quest® experts will architect and install (or upgrade) Recovery
Manager for Active Directory components. Then, we will configure Active
Directory and bare metal backups before
configuring recovery projects with your
team. Our engagement concludes with
validation of the recovery process and
ensuring your team is ready to recover
AD when needed.
APPROACH AND ACTIVITIES
The Recovery Manager for Active
Directory Disaster Recovery Edition
Foundation Services approach is to
plan comprehensive evaluation, testing, configuration and implementation or
a knowledge transfer for your AD recovery plan. Our team of experts works with
your team through each action, ensuring
that key goals are met and your organization’s stakeholders are well-versed in the
actions needed to implement your ongoing AD recovery plan.
A Quest Professional Services consultant will work with your stakeholders and
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subject matter experts on the following
activities:
• Planning
• Installation
• Configuration
• Domain controller backups
• Forest recovery
• Bare metal recovery
• Testing
• Knowledge transfer

The actual activities performed will vary
based on the complexity your environment and technical needs outlined and
agreed upon during the planning session.
Planning
Quest Professional Services will host
a planning session with your team to
verify environment readiness and establish the base deployment architecture.
The planning session will include an
overview of your environment, requirements and goals.
Installation
Quest will provide installation assistance, or if required, upgrade Recovery
Manager for Active Directory components and services on designated
server(s) in accordance with the deployment architecture defined during the
planning session.
Configuration (Domain
Controller backups)
Quest will provide configuration assistance for Active Directory and bare metal
backups in accordance with the deployment architecture identified during the
planning session.

Configuration (forest recovery)
Quest will provide configuration assistance for at least one forest recovery
project in accordance with the deployment architecture identified during the
planning session. The goal is to familiarize the customer with the forest
recovery console.
Configuration (bare metal recovery)
Quest will provide configuration assistance for at least one bare metal
recovery project in accordance with
the deployment architecture identified
during the planning session. The goal
is to familiarize the customer with the
bare metal recovery feature in the forest
recovery console.
Testing
Quest will participate in the customer’s
disaster recovery exercise in an isolated
lab environment. The goal of this step
is to give the customer’s staff practical experience using the forest recovery
console in a recovery and to validate
recovery plans.
Knowledge Transfer
Quest will conduct a knowledge transfer and product review of the Recovery
Manager for Active Directory components and services implemented into the
customer’s environment throughout the
course of the engagement.
OUTCOME
Once all the activities of the Professional Services project are complete
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and you have received the team’s knowledge transfer, you and your team will be
better equipped to deal with future AD
recovery actions. Mistakes can still occur.
Corruption can still happen. Disasters
can still strike. But now your team will be
prepared with an AD recovery plan that
ensures you can quickly recover from
any disaster at the object and attribute
level, the directory level and the operating system level across the entire forest.
ABOUT QUEST PROFESSIONAL
SERVICES
• Trusted advisors —Our consultants take
the time to understand your business
and provide industry standards and
technology guidance to deliver solutions
that achieve your desired outcomes. We
provide a framework and methodology
to make the unpredictable predictable.
• Stress-free engagements —We
take the guesswork out of deploying
technology. Because IT project planning,
facilitation and implementation can be
complex, our world-class services help
you complete projects on time and on
budget without disrupting your business
operations or user productivity.
• Accelerated return on investment — Our
expert planning and implementation
helps you rapidly adopt new technology,
and set your organization up for
success and accelerate your return
on investment. We’ll help you quickly
drive new systems into production while
ensuring that your IT team is ready to
utilize all the new features and benefits.

Contact your sales representative or visit
support.quest.com/consulting-services/
microsoft-platform-management .
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“Quest Professional
Services help helped
us deliver a critical
product on time and
with added expertise
to streamline how we
utilize the product.”
- Engineer, Large Enterprise
Professional Services Company

ABOUT QUEST
Quest provides software solutions for the rapidly-changing world of enterprise IT. We help simplify the challenges caused by data
explosion, cloud expansion, hybrid datacenters, security threats and regulatory requirements. We’re a global provider to 130,000
companies across 100 countries, including 95% of the Fortune 500 and 90% of the Global 1000. Since 1987, we’ve built a portfolio of
solutions which now includes database management, data protection, identity and access management, Microsoft platform management and unified endpoint management. With Quest, organizations spend less time on IT administration and more time on business
innovation. For more information, visit www.quest.com.
© 2019 Quest Software Inc. ALL RIGHTS RESERVED.
This guide contains proprietary information protected by copyright. The software described in this guide is furnished under a software
license or nondisclosure agreement. This software may be used or copied only in accordance with the terms of the applicable
agreement. No part of this guide may be reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying and recording for any purpose other than the purchaser’s personal use without the written permission of Quest
Software Inc.
The information in this document is provided in connection with Quest Software products. No license, express or implied, by estoppel
or otherwise, to any intellectual property right is granted by this document or in connection with the sale of Quest Software products.
EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT,
QUEST SOFTWARE ASSUMES NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY
RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL QUEST SOFTWARE BE LIABLE FOR ANY DIRECT,
INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE
THIS DOCUMENT, EVEN IF QUEST SOFTWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. Quest Software
makes no representations or warranties with respect to the accuracy or completeness of the contents of this document and reserves
the right to make changes to specifications and product descriptions at any time without notice. Quest Software does not make any
commitment to update the information contained in this document.
Patents
Quest Software is proud of our advanced technology. Patents and pending patents may apply to this product. For the most current
information about applicable patents for this product, please visit our website at www.quest.com/legal
Trademarks
Quest and the Quest logo are trademarks and registered trademarks of Quest Software Inc. For a complete list of Quest marks, visit
www.quest.com/legal/trademark-information.aspx. All other trademarks are property of their respective owners.
If you have any questions regarding your potential use of this material, contact:
Quest Software Inc.
Attn: LEGAL Dept
4 Polaris Way
Aliso Viejo, CA 92656
Refer to our website (www.quest.com) for regional and international office information.
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