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Active Directory 

by the numbers

Microsoft® Active Directory® has taken on many responsibilities 

since it was introduced to replace Windows NT, and it is 

now vital to keeping your business running smoothly. 

But what kinds of challenges and concerns are you 

faced with daily when it comes to keeping Active 

Directory (AD) aligned with your business? 

And what can be done to help?

What is it about AD that makes it 
so business critical?

How does your Active Directory 
align to today’s business?

of organizations
agree that AD is 
business critical

100%

AD is the main source of authentication and 
access, and it is the backbone of infrastructure 
and applications as well as identity management.

How is AD used by your IT systems?

AD enables 
authenticated 

access to file servers

Applications 
rely on AD data

82%

90%

AD is the main 
source for 

authentication

89%

73%

Infrastructure 
is built on AD

Your organization relies on AD as the 

epicenter 
of IT operations. But what percentage of the applications your users use rely on AD?

84%
say that
more than half 
of their applications rely on AD

What AD-related 
challenges does 
your company face?

With so much riding on AD, there is an array of challenges to overcome.

34%

58%

49%

10%
13%

Lack of time and resources

Lack of 
budget 
and tools

Trouble understanding 
what has changed

Other 
challenges

Low 
priority

What are your top concerns around AD?

59% 
Permissions and security

21% 
User downtime

41% 
Disaster recovery

43% 
Managing routine user 

adds, moves and 
changes56% 

Compliance and audits

36% 
Reporting for 
management

32% 
Forest/domain 
consolidation 

63% have spent 
considerable e�ort 
attempting to consolidate 
AD in the past year

Mergers and acquisitions, evolving technology, increased security needs 
and changing compliance requirements are all drivers for a leaner AD.

Native tools fall woefully short when 
addressing the requirements for 
e�ective AD lifecycle management. 

47% 47% 
More than half have invested in third-party tools for 
more e�ective AD management. 

How do you currently 
manage AD?

Native and third-party 
tool combination

Native tools

Third-party tools

6% 
Active Directory is vital to Windows-based 
organizations, but the platform’s dated configuration 
doesn’t align to today’s business goals. With all that 
is relying on AD, even a minor breach can cripple 
an entire enterprise. On top of that, many 
organizations are ill-prepared for disaster scenarios. 

When you need a complete end-to-end solution for 
modernizing your AD, Quest can help. We have a 
winning track record of more than 65 million 
accounts migrated to AD, and more than 128 million 
accounts being managed with our solutions.

Learn more about Quest solutions 
for AD modernization now.


