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The challenges of 
content security
The NSA security breach by Edward Snowden 
(much of it leaked from a SharePoint server) 
and a number of other high-profile system 
breaches in recent years have been a 
wake-up call for businesses to review their 
SharePoint security strategies. These attacks 
proved successful because privileged creden-
tials were compromised and exploited. And 
the stakes are getting higher – perpetrators 
are no longer lone hackers, but organized 
groups, some allegedly sponsored by 
nation states. 

Employees are often the weakest link when 
it comes to data and network vulnerability. 
Sending information to the wrong people or 
inadvertently attaching files to mass emails. 
Access privileges are particularly vulnerable. 
By gaining access to usernames and pass-
words (alarmingly, in the case of administrator 
credentials), many of which are shared or 
infrequently changed, hackers are able to 
access multiple systems across the organiza-
tion. In addition, data is commonly stored in 
the wrong place, on a less secure system, or 
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incorrectly classified and tagged on a suppos-
edly secure system.

Cloud-based applications are particularly 
vulnerable because administration and 
maintenance is often devolved from central IT. 
The cloud also brings with it a greater reli-
ance on third-party vendors for support and 
maintenance – such access also needs to be 
monitored. Physical devices are also suscep-
tible – unencrypted thumb drives can be lost, 
paper records may be improperly disposed of, 
and laptops can be easily stolen.

As users demand increased access to con-
tent within enterprise systems – from the 
office, from home, and on the move – IT must 
continue to deliver services quickly and 
cost-effectively, while keeping data secure. 
This requires an approach that balances pro-
ductivity, cost, and the value of information. 

Let’s take a look at how SharePoint infor-
mation governance is critical to reducing 
or eliminating vulnerabilities, the limitations 
of SharePoint out-of-the-box data protec-
tion tools, and a better way to implement 
SharePoint security.
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Securing SharePoint
SharePoint protects critical business data in three ways: 

•	 User authorization 

•	 Content permissions 

•	 User management

USER AUTHORIZATION

This determines a user’s access to a given SharePoint system. The vast majority of SharePoint solu-
tions use Microsoft Active Directory to maintain a list of authorized users. This is a central database 
that controls user access to core systems like Windows, business enterprise tools like SharePoint 
and other HR or finance tools like SAP or Salesforce.

Active Directory authorization can also be extended to the cloud for use on SharePoint online or 
Office 365. These cloud-based platforms also offer a “Share” feature which gives users outside of 
Active Directory authorization using a Microsoft-approved account of their own.

In exposing content to external users, administrators are forced to keep a watchful eye over content 
permissions – SharePoint’s second layer of data protection.

CONTENT PERMISSIONS

Once authorized to access SharePoint, a user must be given permission to carry out specific tasks. 
Using the SharePoint permissions or security model, access can be granted across any scope of a 
SharePoint farm: web applications, site collections, sites, lists, folders and items.

Default permission levels are predefined sets of permissions that can be assigned to individual 
users, groups of users, or security groups, based on the functional requirements of the users and 
security considerations. SharePoint permission levels are defined at the site collection level and are 
inherited from the parent object by default. If needed, inheritance can be broken in order to apply 
unique permissions to an object.
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Each of these permission levels are made up of a set of specific permissions that enable users to 
perform a set of related tasks, including: 

•	 View items only 

•	 View, add, update and delete items 

•	 Add, edit and delete lists 

•	 Create sites and pages 

•	 Browse user information 

•	 Manage permissions 

A site collection administrator can define custom permission levels, made up of one or more specific 
permissions like those above. These new levels can be applied to a user and to objects.

DEFAULT PERMISSION LEVELS AVAILABLE FOR TEAM SITES IN SHAREPOINT: 

•	 View only — Users are permitted to view application pages only. 

•	 Limited access — This permission level cannot be applied; instead it is automatically given to 
a parent object when users are given granular access to SharePoint objects within the parent. 
This allows users to access a specific list, document library, folder, list item or document, without 
granting access to the entire site. 

•	 Read — Users may view pages and list items and download documents. 

•	 Contribute —  Users can manage personal views and edit items and user information. They can 
also delete versions in existing lists and add, remove and update personal Web Parts. 

•	 Edit — Users can manage lists. 

•	 Design —  Users can view, update, delete, approve and customize items or pages in the 
website. 

•	 Full control —  Users have full control of the website. 
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User 
management
SharePoint’s third layer of data protection 
allows administrators to manage users directly 
or via groups. Managing users directly means 
exactly that – an administrator may grant 
specific users permission to access specific 
SharePoint objects (like a site or list). While this 
is easy to achieve in SharePoint, it can prove 
difficult to manage and maintain for large num-
bers of users. 

Managing users via groups, however, involves 
applying permissions to the group, not indi-
vidual users. Users can easily be added to 
or removed from the group, taking on or 
losing the relevant permissions. If permis-
sions require modification, they are made to 
the specific group and applied to all users 
in that group.

MICROSOFT SUGGESTED 
SHAREPOINT GROUPS:

•	 Site visitors with read permission 

•	 Site members with contribute permissions 

•	 Site owners who get full con-
trol permissions
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HOW SHAREPOINT FAILS 
TO PROTECT SENSITIVE 
BUSINESS CONTENT 
As data breaches due to insider threats become more commonplace and 
more devastating in their consequences, security controls that aim to 
keep system administrators honest or from mistakenly putting the organi-
zation at risk have become increasingly important. However, SharePoint 
out-of-the-box tools are limited in four key areas: 

•	 Site provisioning lacks controls

•	 Permissions model is unscalable

•	 Centralized security and governance control

•	 Location vs. content security and control

SITE PROVISIONING LACKS CONTROLS

Users, or groups of users, can be assigned relevant permissions to create 
sites and pages; however SharePoint offers little control over the site 
creation process. For example: 

•	 Additional workflow processes cannot be invoked out-of-the-box to 
approve or deny new site requests. The situation is compounded by 
the fact that site owners can create an almost unlimited hierarchy of 
sub-sites at will. 

•	 There is limited support for defining the nature of created sites. While 
it is possible to facilitate the creation of sites from a predefined list of 
templates, this process lacks nuanced control. Similarly site metadata, 

content types and default permissions are difficult to govern and 
control within the default user model. 

As a result of these limitations, many SharePoint systems quickly suffer 
from “site and content sprawl” where an ever-increasing number of sites 
and lists are created without proper control – potentially impacting the 
security of the content within them. Not only are the sites created without 
adhering to corporate governance rules, but they are often underutilized 
and left to do nothing but use up system resources 

STANDARD PERMISSIONS MODEL IS INHERENTLY 
UNSCALABLE

As we have seen, permissions in SharePoint are object-based – meaning 
that permissions are assigned to a user or group and apply to objects 
such as a sites, lists, items or documents. SharePoint does not support 
an easy out-of-the-box method for checking the permissions of multiple 
objects (for example, a set of ten sites) in one pass. Instead, each object 
must be individually inspected. 

In many ways SharePoint’s native security model is optimized for team 
or collaboration sites. It does not adapt well to enterprise deployments 
where many users have broad access to multiple parts of the farm. The 
model is based entirely on static permissions, which then must be 
applied to individual users or groups of users. SharePoint groups help, 
but often Active Directory groups are also needed to achieve the desired 
results. This is a less than optimal solution since these groups can’t be 
maintained in SharePoint itself. Moreover, the SharePoint interface pro-
vides zero visibility into the membership of each Active Directory group.

Some limitations of the standard SharePoint security model include:
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•	 Manually mapping users or groups to permissions becomes 
time-consuming and expensive as the number of sites grows. 

•	 There is often an explosion in the number of permissions when 
deploying SharePoint enterprise-wide. This is due to the granular 
levels at which permissions can be set (site collection, site, list and 
item) and the number of users. 

•	 It is difficult to enforce enterprise-level policies on distributed 
SharePoint sites, particularly those created and managed by indi-
vidual end users. For example, it can prove challenging to prevent 
external users from accessing resources marked “company confiden-
tial” in a consistent and tracked way. 

•	 Specifying and enforcing permissions at a granular level is difficult 
and time-consuming to administer and maintain. For example, it is 
hard to enforce permissions on individual documents rather than the 
full document library. 

•	 Preventing changes to previously agreed security policies is not 
possible. Initial implementation of the required level of control is one 
thing, but ensuring it endures over time is quite another.

A LACK OF CENTRAL CONTROL

Users can be assigned a mix of permission levels, granting them access 
to SharePoint functions as well as content – but the resulting security 
impacts can be challenging. For example, when a new user joins or an 
existing user changes roles within an organization their respective per-
missions must be manually configured or changed. This additional level 
of granularity increases the complexity of the task. 

Similarly, SharePoint does not provide a centralized option for approving 
new site requests or ensuring that these sites adhere to correct policies 

and governance rules. Instead, SharePoint features out-of-the-box per-
mission management tools. These lack intuitiveness and must be used 
together or in very specific ways to achieve the desired results.

SharePoint out-of-the-box permission management tools include:

•	 Settings page — For the most part, SharePoint security is managed 
through the Settings page within a specific site collection. Each 
SharePoint site has its own Settings page where users and groups 
can be managed. Libraries and lists have their own Settings pages. 
Unfortunately, access to these pages also grants access to a 
multitude of other configuration options, some which cannot be 
reversed once enabled.

•	 Central Administration — The Central Administration console, a 
separate tool accessed via the browser, provides the ability to 
control a higher level of configuration options than those found in the 
Settings pages. These include enormously powerful settings such 
as making a SharePoint site accessible anonymously via the web. 
Central Administration also includes a number of useful analytical 
reports as well as overall administrator reports on health, search 
and timer jobs. These tools highlight how and when users interact 
with SharePoint and also allow administrators to enable settings for 
collecting more granular information at the content level.

•	 Powershell — PowerShell, a text-driven command line language, is 
a highly technical tool which can be used to configure and report on 
SharePoint. It provides all of the advantages of a scripting tool, such 
as bulk administration and repeatable processes. The learning curve 
is extremely steep, however. All but the most technical of users may 
have difficulty mastering “cmdlets” (one of the building blocks of 
PowerShell) and overcoming the lack of a graphical user interface.
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LOCATION VS. CONTENT SECURITY AND CONTROLS

Even if the previous issues with permissions management and site provi-
sioning were resolved they would only mask another problem related to  
how we typically protect sensitive files. The majority of our efforts usually 
focus on securing access to a location rather than the content itself. But 
what if a document is moved, either deliberately or inadvertently to a less 
secure location?

There are technologies that exist that can secure the content itself - 
regardless of location. Microsoft has made improvements to their Rights 
Management capabilities and integrated Data Loss Prevention (DLP) 
capabilities within SharePoint Online. 

These technologies apply access and usage rights that travel with 
the document or detect the nature of content within a document, for 
example if it contains Personally Identifiable Information (PII) such as 
dates of birth or Social Security Numbers. If PII is detected it will be 
possible to warn a user that information of this type has been added to a 
SharePoint Online site. 

While this approach provides some benefits within Office 365, the 
options for SharePoint On-premises, particularly Data Loss Prevention, 
have been very limited. 

However, this is an area that many need to urgently address. The recent 
data breaches and the subsequent damage to the affected organiza-
tions – jobs, revenue, reputation losses, regulatory fines and more - have 
dramatically raised the profile of this issue. 
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Addressing 
security with 
Metalogix® 
ControlPoint
SharePoint offers an ad-hoc means to manage 
platform-wide security issues, with a number 
of out-of-the-box tools. However these tools 
are either limited in scope or too technical 
in nature. Users aren’t going to stop using 
SharePoint just because its security system 
is challenged to keep up with cybercriminals 
and insider threats. But, by adding the right 
level of security, compliance and adminis-
tration tools, organizations can achieve a 
winning combination. 

Metalogix® ControlPoint offers the means 
to automate control of critical business data 
with its rich feature set and intuitive user 
interface. On-premises, cloud or hybrid 
SharePoint deployment? Single or multiple 
farms? ControlPoint is ideal for managing 
and administering them all from one place. 
ControlPoint is MSO-CAF certified and 
pre-approved by Microsoft for Office 365 dedi-
cated environments. If you’re using SharePoint and are concerned about security threats, consider the benefits of 

ControlPoint:

Streamlined
administration

Permissions

Auditing

ReportingGovernance
policies

¡ SharePoint
¡ O�ce 365
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CONTROLPOINT BENEFITS

While the basic process of creating sites in SharePoint is simple. 
Controlling site creation in an organized way, ensuring sites are created 
in line with governance policies, and ensuring the necessary permission 
and content settings is much less straightforward. Indeed properly con-
trolled site provisioning is not supported by native SharePoint.

As a result, SharePoint systems often become sprawling and complex, 
with layer upon layer of sites and sub-sites. Central administrators 
struggle to keep on top of newly created content, if they are aware of it at 
all, and as a result lose control of security and governance. 

End users, with relatively limited permissions can create endless sub-
sites many of which are quickly left abandoned in an unknown state. 
Each of these sites brings potential security risks. What content do they 
include? Is this content still needed? Who has access? Who owns the site, 
and do they even still work in the same team or company?

With Metalogix ControlPoint, site collections and sub-sites can be auto-
matically provisioned. A provisioning profile can be set up to ensure all 
sites and site collections are set up with the correct templates, properties, 
and (optionally) governance policies. Site requests are then sent through 
an approval process workflow, which includes automatic emails when 
sites are approved, rejected, or edited. 

Site provisioning helps to ensure newly created sites conform to the 
organization’s standards and policies for structure, content, and meta-
data from the moment it’s created. For example, a governance policy 
created by ControlPoint can contain rules that specify which site and site 
collection features are activated and others deactivated, if versioning is 
enabled on every list created in the site or if auditing is enabled and audit 

reports are sent to business administrators on a daily basis. Used in con-
junction with out-of-the-box site definitions and site templates, users can 
create sites that conform to a specific structure and particular SharePoint 
features are enabled and never changed by rogue administrators. 

Site provisioning tools in ControlPoint help maintain SharePoint’s intui-
tive site creation interface for end users, allowing them to request new 
sites and site collections directly from a SharePoint site. But it adds the 
control that enterprises need as systems grow and develop over longer 
periods of time.

CONFIDENTLY MANAGE PERMISSIONS

The most difficult part of managing SharePoint permissions is ensuring 
permission policy compliance and preventing security breaches and 
unauthorized access to sensitive content over time. This issue is even 
more relevant with the externally accessible "Share" feature of the latest 
versions of SharePoint.

As SharePoint environments grow, the complexity of permissions tends 
to increase exponentially. SharePoint groups are used sporadically, direct 
permissions create a confusing picture, and users move around depart-
ments or leave altogether. SharePoint offers no holistic view of these 
issues. ControlPoint does. 

ControlPoint includes a variety of options that facilitate the management 
of SharePoint users, groups, and permissions. These actions are acces-
sible from various levels in the hierarchy like a single site, a site collection, 
multiple site collections or even the entire farm.

ControlPoint can help drive long-term permission policy compliance. A 
single console is used to audit, clean up, and manage permissions and 
users across all sites, site collections and farms. It allows all aspects of 
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permissions to be analyzed and managed, no 
matter if they are directly assigned, inherite, 
or specifically granted via Active Directory or 
SharePoint Groups. 

ControlPoint’s policy enforcement function 
also automatically controls access privi-
leges, versioning use, file upload limits, site 
quotas and site template use. Control can 
even be delegated to site administrators 
or power users.

ControlPoint now includes enhancements to 
its Policies feature, with new rules to prevent 
permission changes within SharePoint. Not 
only can actions be prevented, but notifica-
tions can be sent out if users attempt to do any 
of the following: 

•	 Add or delete permissions 

•	 Add, delete or update permissions levels 

•	 Add, delete or update SharePoint groups 

•	 Add or delete SharePoint group members 

•	 Break or restore permissions inheritance

TAKE THE PAIN OUT OF AUDITING 
USERS

When rolling out a SharePoint environment, 
planning an upgrade, or performing a mainte-
nance check it is important to understand who 
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has access to sensitive content. SharePoint’s 
standard features don’t provide information 
on who has access to what part of SharePoint 
structure or data.

The auditing features of ControlPoint ensure a 
quick response to any request of this nature. 
ControlPoint provides information on who has 
accessed sensitive content during a particular 
time period. ControlPoint’s powerful auditing 
features take the pain out of complex and 
time-consuming compliance, auditing, and 
reporting tasks. 

ControlPoint provides reports on everything 
from configuration changes to documents 
accessed or deleted. Each report contains 
granular details such as the date and time of the 
event, and the user responsible. It also provides 
the scope - whether it is a site collection, a site, 
a list, or a document (including a URL for each). 

This information is key for organizations who 
need determine if users, either existing 
or those that no longer have access, are 
in compliance with governance plans and 
formal policies. ControlPoint can be used 
to check this data on an ad-hoc basis, or as 
part of a specific audit or security project. 
ControlPoint can also archive audit data for 
long term compliance.
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IDENTIFY AND SECURE PERSONALLY IDENTIFIABLE 
INFORMATION (PII)

High profile data leaks of sensitive content such as PII highlight the need to 
provide adequate protection for this type of information. Relying solely on 
location-based security, i.e., only allowing PII to exist in certain sites or doc-
ument libraries, is not sufficient as content can easily be copied or moved 
to different locations or new content containing PII could be uploaded in 
the wrong place. 

ControlPoint and the Metalogix Sensitive Content Manager provide a new 
layer of security for PII by identifying where content of this type exists and 
provides SharePoint administrators with the tools they need to take action 
to secure this content. 

Entire farms or discrete locations within SharePoint can be scanned for PII 
and content is classified based on the severity level of the information con-
tained. Upon detection, content can be automatically quarantined, deleted 
or flagged for further action. 

ControlPoint provides SharePoint administrators with the tools they need 
to take a number of actions when PII is detected. Permissions reports can 
be run against the Sensitive Content Manager scan to check who has 
access to the content containing PII and corrective permissions manage-
ment steps can be taken if a security risk is identified. ControlPoint also 
enables an administrator to run a report on who has recently accessed 
sensitive content.

Quest is redefining Data Loss Prevention for sensitive content such as PII 
in SharePoint both on premises and in the cloud. Powered by advanced 
machine learning technologies, Sensitive Content Manager surpasses 
existing data protection strategies and provides a far higher degree of 
accuracy for context aware identification, filtering and classification of con-
tent. Additionally the machine learning nature of the solution means that it is 
ready to go out-of-the-box and lengthy and expensive consultative con-
figuration exercises such as rule definition typically required by other DLP 
solutions are not required.

Sensitive Content Manager can also 
be deployed to automatically provide 
almost instantaneous detection of PII 
within newly added SharePoint content. 

Upon detection of content containing PII, the 
upload can be blocked or quarantined until 
approved by designated content reviewers.
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How Metalogix ControlPoint 
addresses data loss prevention 
issues:

•	 The Site Provisioning functionality in ControlPoint is an easy way to automate the man-
agement of end user requests for new sites and sites collections. 

•	 ControlPoint supports advanced management of user permissions. Quickly modify per-
missions across an entire farm, or from site-to-site. Permissions can be duplicated quickly 
between users, or automatically cleaned up. ControlPoint also supports backing up and 
restoring to site permissions, for pain-free migration tasks. 

•	 ControlPoint can be used to prevent users from carrying out specific actions, like 
deleting documents or creating sub-sites. Notifications can inform administrators of any 
attempts at prohibited actions. ControlPoint supports additional policies over SharePoint 
farms, including the ability to prevent changes to permissions, like updating specific 
levels or groups. 

•	 ControlPoint includes a number of auditing and governance features that provide a 
wealth of information that native SharePoint cannot match. This includes reports on 
configuration changes and document and content access. Reports include times and 
dates of relevant events, along with responsible users and the scope of SharePoint 
objects involved. 

•	 ControlPoint and Sensitive Content Manager provide a highly accurate and flexible out-
of-the box solution for detecting PII inside SharePoint that can also be customized to 
meet specific client needs. The combined solution provides the ability to identify, track 
and secure documents using advanced neural network-powered machine learning, 
which enables a more robust level of contextual content awareness inside increasingly 
complex enterprise environments.
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CONCLUSION 
Protecting sensitive business content in 
SharePoint is no easy task. Not only does the 
standard authorization and permissions model 
allow a level of granularity that is difficult to 
manage in the long term, but native SharePoint 
offers little in the way of platform-wide user 
auditing. At the same time it is all too easy for 
end users, with the right permissions, to create 
sites and sub-sites with little in the way of pro-
visioning control. The end result is all too often 
a sprawling hierarchy that doesn’t comply with 
any form of governance.

Visit quest.com/metalogix for more information 
on the full suite of Metalogix solutions that can 
help you secure your SharePoint content.

https://www.quest.com/metalogix/
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